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0 Foreword

0.1 Target Reader

The manual is suitable for installers and system administrators who in charge of installing,
configuring, or maintaining the network. This manual assumes that you understand all transport

and management protocols used by your network.

This manual also assumes that you are familiar with the terminology, theoretical principles,
practical skills, and specific expertise of the protocols and interfaces of network equipment
related to networking. At the same time you must have working experience in graphical user
interface, command line interface, simple network management protocol and Web browsing.

0.2 Icons for the Book
This manual adopts the following conventions.

GUI conventions o
Description

[dDescription Description of the operation content, with
necessary supplements and instructions.

& 1. Remind the matters needing attention in
Attention operation, improper operation may cause data

loss or equipment damage. 2. The pictures in

the text are subject to the actual Ul interface.




1. Management software specifications

1. Layer 2 function
Enable/disable port support
speed, duplex, MTU settings support
11 Port management ]
flow-control flow control setting support
Port information view support support
. Support port aggregation group in and
1.2 Port mirroring . . support
out direction
Support port speed limit, the speed
o - I . Support
1.3 Port speed limit limit granularity is determined by the )
] Granularity 32Kbps
chip
1.4 Port isolation Support port isolation setting support
Support unknown unicast, unknown
1.5 Storm suppression | multicast, broadcast storm support
suppression
Support static manual aggregation Support
1.6 Link aggregation
Support LACP dynamic aggregation support
access support
trunk support
hybrid support
Support VLAN division based on port,
17 VLAN pp P support
protocol, MAC, QINQ
Support GVRP dynamic VLAN
i ) support(128)
registration
Voice VLAN (support required) support (16 oui)
supports static addition and deletion support
1.8 MAC MAC address learning limit support
Support dynamic aging time setting support
support 802.1d (STP) support
1.9 Spanning tree Support 802.1w (RSTP) support
Support 802.1s (MSTP) support
Support IGMP-Snooping
. support
Multicast Support MLD-Snooping
1.10 Support MLD-Snooping support
Support v1/2/3 dynamic multicast
] . support
listening
1.11 DDM Support SFP/SFP+DDM support
2. Extensions




Based on source MAC, destination

2.1 ACL MAC, protocol type, source IP, Support
destination IP, L4 port number
Based on 802.1p (COS) classification Support
Based on DSCP classification Support
Classification based on source IP,
2.2 QOsS L Support
destination IP, port number
Support SP, WRR scheduling strategy Support
Support flow rate limit CAR Support
2.3 LLDP Support LLDP link discovery protocol Support
2.4 User settings Add/remove users Support
User login, operation, status, event
2.5 Log . Support
recording log
DOS defense Support
S rt CPU tecti d limit th
26 Anti-attack uppo protection and limit the Support
rate of sending cpu packets
ARP binding (IP, MAC, PORT binding) Support
Support 802.1x port authentication Support
2.7 Authentication Support AAA authentication
Support
2.8 Network diagnosis | Support ping, telnet, trace Support
Device reset, configuration
System
2.9 save/restore, upgrade management, Support
management . .
time setting, etc.
4.Management function
Support serial port command line
4.1 CLI Support
management
4.2 TELNET Support telnet remote management Support
4.3 SSH Support SSHv1/2 remote management | Support
Support v1/2/3 Support
4.4 SNMP Support trap: ColdStart, WarmStart,
. . Support
LinkDown, LinkUp
Support two-tier setting, second and
4.5 WEB L Support
third-tier view
4.6 RMON Support RMON v1 Support

5.0ther functions

5.1 Support DHCP Snooping, Option82




5.1 Support ring network protection-this function is the ERPS listed above

5.3 POE configuration, POE scheduling management, etc.

5.4 Support dynamic ARP inspection

5.5 Support TACACS+ authentication

5.6 Support DNS settings

5.7 Support port security settings

5.8 Support MVR protocol

5.9 Support cable detection VCT function

5.10 Support UDLD protocol

2.Log in to the web page
2.1 Log in to the web management client

The user can open the web browser, enter the default address of the switch: http://192.168.2.1,

and press Enter.

[ Description:

The device supports browsers: IE8.0 or above, Chrome 23.0 or above, Firefox 20.0 or above

When logging in to the switch, the IP network segment of the PC should be consistent with the

network segment of the switch. When logging in for the first time, set the IP address of the PC to
192.168.2.x (x stands for 1~254, except 1), and the subnet mask is set to 255.255.255.0, but the

PC IP cannot be the same as the switch, that is, it cannot be 192.168.2.1

The login window appears, as shown in the figure below. Enter the default username: admin and

password admin. Click the <Login> button, you will see the switch system information.

S2E00-28TC <+ =

4 & @ A 192.168.1.1 4 I —




2.2 Client interface composition
The introduction of the typical operation interface of the Web network management system is
shown in the figure below.

Navigation Area

[ Status )’ System Information / Port condition area
Network G G3 G5 G7 G9 G11 G123 Gi5 G17 _G19 G21 G23 G25 G27  SFP25 SFP27
Port
POE Setting
VLAN
MAC Address Table 3 > 5 >t G10 G12 G14 G16 G18 G20 G22 G24 G26 G2 26 SFP28
Spanning Tree
Discovery
Multicast Edit
Security
-G24 A
ACL Hi-G2444GEBN
Qo8 Switch
Diagnostics Default
Management Default System information area
0001
90°E2 FC:00:00:00
192.165.3.100
108002021 H-1000-0/E4 1559 170000 17-01:00
12R 4447707227240 Time

2.3 Web interface navigation tree

The web network management menu mainly provides menu items such as system status,
network configuration, ports, POE settings, VLAN functions, MAC address table, spanning tree
protocol, topology discovery, multicast, security, ACL, QoS, device diagnosis, and device
management. There are submenus under each menu option.



3. System Configuration

3.1 System message

According to the connected switch, the panel display area of the Web network management can
display the information and product information of each port on the front panel of the switch
very intuitively. The display content includes: the number of ports, the working status of each
port, product information, and device status , Function switch status and so on.

Steps:

Click the "System Configuration" menu in the navigation bar to enter the "System Configuration"
interface. Click "System Information", as shown in the figure below.

Status ) System Information

G1

G2

G3 G5 G7 G9

G4 G6 GB G10 G12 Gi14 G16

G189 G21 G23 G25 G27  SFP25 SFP2T

System Information

Model

System Name

System Location

System Contact

Serial Number

System Uptime

Current Time

Loader Version

Loader Date

Firmware Version

Firmware Date

Hi-G2444GBM
Switch

Default
Default

0001

0 day, 0 hr, 21 min and 35 sec
2020-01-01 08:21:04 UTC+8

32029
Cct 10 2020 - 14:38:53
1.00.19
Cct 10 2020 - 14:43:38

[ Description:

MAC Address ; 90:E2:FC:00:00:00

IPva Address | 192.168.3.100

IPv6 Address | fe80:02e2:c-fe00.0/84 170000 17:0:00 170200  17.03:00
System OID | 1.36.1.4.1.27282.3.2.10 Time

Telnet; Disabled
S§SH Disabled
HTTP ;| Enabled
HTTPS | Disabled 17:00:00 17:01:00 17:02:00 17:03:.00
Time
SNMP | Disabled

Place the mouse on a port, the port number, type, speed, and status information of the port will
be displayed.

In the product information, you can enter the modification interface to modify the "system
name", "location information", and "contact information", click "modify" to enter the

modification interface, after filling in the application to complete the configuration.

3.2 Network settings
Enter the web interface to change the management IP address of the switch
Steps:



1. Click the "Network Configuration" menu in the navigation bar to enter the "Network
Configuration" interface. Click the "IP Address Settings" submenu, you can see that the default
IPv4 address is 192.168.1.1/24, as shown in the figure below.

2. If the user needs to change the IPv4 address to 192.168.1.10/24 and the gateway to
192.168.1.254, click the "Network Configuration" menu in the navigation bar to enter the
"Network Configuration" interface. Click the "IP address settings" submenu, select the address
type as "static", enter the IPv4 address 192.168.1.10, the subnet mask is 255.255.255.0, and the
gateway is 192.168.1.254, click "Apply", as shown in the figure below .

Network /' IP Address

————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————

i IPv4 Address |
Static
i Address Type | (&) Dynamic

Enable

Enable

3.3 User configuration

The user can view the current user name, password, and authority of the switch, and the user

can modify the user name, password, and authority.

Steps:

1. Click the "Device Management" menu in the navigation bar to enter the "Device
Management" interface. Click the "User Configuration" submenu, you can see the default
user name: admin, permissions: Administrator. As shown below:

Management ). User Aceount

User Account

Showing| Al v | entres Showing 1101 of 1 entmes a

| Username | Privilege

admin Admin

[Casa [ e [ Does |



Click the Add button to add a user account, and click the Modify button to modify the selected

user attributes. The new and modified interface is as shown below:

Management /; User Account

Add User Account

Username

Password

Confirm Password

Privilege | £ A4MIn
g User
Apply Close

Management )’ User Account

Edit User Account

————————————————————————————

............................

____________________________

————————————————————————————

............................
............................

____________________________

3.4 Log configuration

Log configuration can configure the log switch of the device, log information consolidation, log
aging time, configure log level, and upload the switch working diary to the TFTP server.

Steps:

1. Click the "device diagnosis" menu in the navigation bar, click the "log function" submenu,
select the secondary submenu "function configuration" menu, enter the "function configuration"
page, you can choose to open or close the log, select the log output terminal, Configure the log

severity level and other functions, the interface is as follows.



Diagnostics /' Loegging /' Property

i State | [« Enable

Aggregation | (¥ Enabls

| Aging Time | 300 | Sec (15 - 3600, defauit 300)
. _____________ State- |#| Enable

Minimum ;

Severity Naote: Emergency, Alert, Critical, Error, Warming, Notice

i State | |« Enable

Minimumi

LRI MNote: Emergency, Alert, Critical, Error, Warning, Motice

2. Click the "device diagnosis" menu in the navigation bar, click the "log function" submenu,
select the secondary submenu "remote server configuration" menu, enter the "remote server
configuration" page, this page can add and view remote log server Configuration, the interface is
as follows:

Diagnostics )/ Logging // Remote Server

Remote Server Table

Q|

0 resuits found.

I | = | -

Click the Add button to add a remote log server, and the Modify button to modify the selected log
server configuration. The interface is as follows:



Diagnostics )’ Logging /» Remote Server

Add Remote Server

# Hostname
1Pvd
1PvE

Server Port | |514

_________________________
-------------------------

Facility | [Local7 v

tzzzzzzzzzzzzzszs=sszz=ag

Minimum | | Matice M

Severity

3.5 Telnet configuration

The user can enable and disable the telnet login service in the web interface.

Steps:

Click the "Security" menu in the navigation bar, click the "Management Channel Configuration"
submenu, select the secondary submenu "Management Service" menu, enter the "Management
Service" configuration page, and click the checkbox behind the Telnet label to open it Or close the

Telnet service, the application can take effect. The interface is shown in the figure below:



Security /© Management Access ' Management Service

; Telnet | |# Enable
] Enable

o HTTP ! [# Enable

HTTPS | | | Enable

i SNMP i [ | Enabls

Console | |10 | Min (0 - 65535, default 10)
Telnet [10 | Min (0 - 65535, default 10)
SSH [10 | Min (0 - 65535, default 10)
I-ITIP [10 | Min (0 - 65535, default 10)

HTTPS | 10 | Min (0 - 65535, default 10)

Console | |3 | (0- 120, defauit 3)
Telnet |3 | (0 - 120, default 3)
SSH: 3 | (0- 120, default 3)

Console |n | Sec (0 - 65535, default 0)

Telnet |n | Sec (0 - 5535, default 0)

SSH! |o | sec (0- 65535, default 0)

3.6 HTTPS configuration

Users can enable and disable HTTP and HTTPS login services in the web interface.

Steps:

Click the "Security" menu in the navigation bar, click the "Management Channel Configuration"

submenu, select the secondary submenu "Management Service" menu, enter the "Management

Service" configuration page, and click the check box behind the HTTP and HTTPS tags on the page

To enable or disable HTTP and HTTPS services, the application can take effect. The interface is

shown in the figure below:



Security /» Management Access /© Management Service

] Enable
[] Enable
[« Enable
[#| Enable
] Enable

 on 10 | Min (0 - 65535, default 10)
Telnet 110 | Min (0 - 65535, default 10)
SSH 10 | Min (0 - 65535, defaut 10)
I-ITIP 10 | Min (0 - 65535, default 10)
I-I'ITPS 110 | Min (0 - 65535, default 10)
| PasswordRety Count
 Console E | (0-120, default 3)
Telnet 3 | (0-120, defauit 3)
SSH E | (- 120, default 3)
LSiemtTime
 Console o | Sec (0- 65535, default 0)
Teln;t 0 | Sec (0-65835, defauit 0)
SSH o | sec (0- 65535, default )

3.7 Diagnostic test

The Ping command is used to check whether the specified IP address and host name are reachable,
and output corresponding statistics.

Steps:

1. Click the "Device Diagnosis" menu in the navigation bar, click the "Ping" submenu, enter the host
name or IP address, and enter the number of tests, as shown in the figure below.

Diagnostics /' Ping

@ Hostname
) IPvd
) IPvE

1182.168.1.111 |

4 | (1-32)

2. Click "Ping", the system will perform a packet sending test to verify whether the address can be



reached, and output the test result, as shown in the following figure:

Ping Result

[PacketStaws

________________ 5 iéi[ﬂs_] Ping failed (timeout)

| Transmit Packet | 0

| Receive Packet | 0

| Packetlost 0%

""""""""""""""""" oms
0 ms
0 ms

Traceroute measures how long it takes by sending small packets to the destination device until it
returns.

Steps:

1. Click the "Device Diagnosis" menu in the navigation bar, click the "Traceroute" submenu, enter
the host name or IP address, you can define the message lifetime, as shown in the figure below.

Diagnostics ) Traceroute

T & Hostname
i Address Type i IByd
| Server Address | |192.168.1.122

User Defined

_________________________

2. Click "Apply", the system will start the test, wait for the test to complete, and output the test
result, as shown in the figure below:



Traceroute Result

traceroute fo 192.168.1.122 (192.168.1.122), 30 hops max, 38 byte packets
1traceroute: sendta: Metwork is unreachable

The

e

electrical port test function judges the current state of the network cable connected to the

port by the reflected voltage intensity, and locates the fault length position of the network cable

(the error is about 5M).
Steps:

1. Click the "Device Diagnosis" menu in the navigation bar, click the "Electrical Port Test" submenu,

and select the port to be tested, as shown in the figure below.

Diagnostics /' Copper Test

i  Port] GE1 v

Copper Test

2. Click "Copper Test", the system will start the test, wait for the test to complete, and output the

test results, as shown in the following figure:

Copper Test Result

Result 1 Cpen Cable

Length | 0.97 M




4. Port configuration

4.1 Physical port

To facilitate the identification of the interface, the interface is configured with description
information that identifies it. Users can query and configure the Ethernet interface according to
their needs.

Steps:

1. Click the "Port" menu in the navigation bar, and click the "Port Configuration" submenu to enter

the port configuration page.
Port )’ Port Setting

Port Setting Table

| Entry | Port | Type Description | State | Link Status | Speed Duplex | Flow Control
1 GE1 1000M Copper Enabled Down Auto Auto Disabled
2 GE2 1000M Copper Enabled Down Auto Auto Disabled
3 GE3 1000M Copper Enabled Up Auto (1000M)  Auto (Full)  Disabled (Off)
4 GE4 1000M Copper Enabled Down Auto Auto Disabled
5 GES 10001 Copper Enabled Down Auto Auto Disabled
6 GE6  1000M Copper Enabled Daown Auto Auto Disabled
7 GET 1000M Copper Enabled Down Auto Auto Disabled
3 GE8 1000M Copper Enabled Down Auto Auto Disabled
9 GES 1000M Copper Enabled Down Auto Auto Disabled
10 GE10 1000M Copper Enabled Down Auto Auto Disabled
11 GE11 1000M Copper Enabled Down Auto Auto Disabled
12 GE12 1000M Copper Enabled Down Auto Auto Disabled
13 GE13 1000M Copper Enabled Down Auto Auto Disabled
14 GE14 1000M Copper Enabled Down Auto Auto Disabled
15 GE15 1000M Copper Enabled Down Auto Auto Disabled
16 GE16 1000M Copper Enabled Down Auto Auto Disabled
17 GE17 1000M Copper Enabled Down Auto Auto Disabled
13 GE18 1000M Copper Enabled Down Auto Auto Disabled
19 GE19 1000M Copper Enabled Down Auto Auto Disabled
20 GE20 1000M Copper Enabled Down Auto Auto Disabled
21 GE21 1000M Copper Enabled Down Auto Auto Disabled
22 GE22 1000M Copper Enabled Down Auto Auto Disabled
23 GE23 1000M Copper Enabled Down Auto Auto Disabled
24 GE24 1000M Copper Enabled Down Auto Auto Disabled
25 GE25 1000M Combo Copper Enabled Down Auto Auto Disabled
26 GE26 1000M Combo Copper Enabled Down Auto Auto Disabled
27 GE27 1000M Combo Copper Enabled Down Auto Auto Disabled
23 GE2s 1000M Combo Copper Enabled Down Auto Auto Disabled

2. Select the port to be configured, you can select multiple ports at the same time, and then click
the modify button to enter the modification page.



Port )’ Port Setting

Edit Port Setting

......................

______________________
——————————————————————

______________________

| (GE3-GE12

Enable

Auto 10M
Auto - 10M 100M
Auto - 100M 1000M
Auto - 1000M 10G
Auto - 10MA100M

Auto
Full
Half

Auto
Enable
Disable

]

The meaning of configurable item information is as follows:

Configuration item

Description

Description Users can add description information for the port as needed to
identify a specific port

Status Port opening and closing options, users can switch ports as needed

Speed Configurable auto-negotiation, mandatory 10M, mandatory 100M,
mandatory Gigabit, Gigabit Ethernet electrical interface supports
three rates of 10Mbits/s, 100Mbits/s, 1000Mbit/s, you can choose
the appropriate interface rate according to your needs.

Duplex Can be configured with auto-negotiation, full duplex and half duplex
mode

Flow control When the flow control function is enabled on the local and peer

devices, if the local device is congested, it will send a message to the
peer device to notify the peer device to temporarily stop sending
packets; and the peer device is receiving After the message, it will
temporarily stop sending messages to the local end, thus avoiding the
occurrence of message loss

Off — Disable the reception and transmission of PAUSE frames

On — enable reception and transmission of PAUSE frames
Auto-negotiation—Automatically negotiate the PAUSE frame
processing capability with the peer.




4.2 Storm suppression

Basic principles of storm suppression

Storm control uses the following forms to prevent broadcast storms from broadcast, unknown
multicast, and unknown unicast packets. The device supports storm control of these three types
of packets on the interface according to the packet rate. During a detection interval, the device
monitors the average rate of the three types of packets received under the interface and compares
it with the configured maximum threshold. When the packet rate is greater than the configured
maximum threshold, the device will perform storm control on the interface and execute The
configured storm control action.

When a certain Layer 2 Ethernet interface of the device receives a broadcast, multicast, or
unknown unicast packet, if the device cannot determine the outgoing interface of the packet based
on the destination MAC address of the packet, the device will send it to the same VLAN (Virtual
Local Area Network) Other Layer 2 Ethernet interfaces forward these packets, which may cause
broadcast storms and reduce device forwarding performance.

The introduction of storm suppression features can control the flow of these three types of
messages and prevent broadcast storms.

Steps:

1. Click the "Port" menu in the navigation bar, and click the "Storm Control" submenu to enter the
storm control page. The page can configure storm control related attributes, such as mode, etc.
The interface is as follows:

Port ;' Storm Control

Packet / Sec
i Mode: o koits/ Sec
® Exclude
IFG Include

2. On the page, you can configure broadcast, multicast, and unknown unicast storm control rates
for each port separately, select the port to be configured, and then click the modify button:



Port Setting Table

O 1 GE1 Disabled Disabled 10000 Disabled 10000 Disabled 10000 Drop
] 2 GEZ Disabled Disabled 10000 Disabled 10000 Disabled 10000  Drop
O 3 GE3 Disabled Disabled 10000 Disabled 10000 Disabled 10000  Drop
] 4 GE4 Disabled Disabled 10000 Disabled 10000 Disabled 10000  Drop
O 5 GE5 Disabled Disabled 10000 Disabled 10000 Disabled 10000  Drop
] 5 GE6 Disabled Disabled 10000 Disabled 10000 Disabled 10000  Drop
O 7 GE7 Disabled Disabled 10000 Disabled 10000 Disabled 10000  Drop
] 3 GE3 Disabled Disabled 10000 Disabled 10000 Disabled 10000  Drop
O 9 GEY9 Disabled Disabled 10000 Disabled 10000 Disabled 10000  Drop
] 10 GE10 Disabled Disabled 10000 Disabled 10000 Disabled 10000  Drop
O 11 GE11 Disabled Disabled 10000 Disabled 10000 Disabled 10000  Drop
] 12 GE12 Disabled Disabled 10000 Disabled 10000 Disabled 10000  Drop
O 13 GE13 Disabled Disabled 10000 Disabled 10000 Disabled 10000  Drop
O 14 GE14 Disabled Disabled 10000 Disabled 10000 Disabled 10000  Drop
] 15 GE15 Disabled Disabled 10000 Disabled 10000 Disabled 10000  Drop
O 16 GE16 Disabled Disabled 10000 Disabled 10000 Disabled 10000  Drop
] 17 GE17 Disabled Disabled 10000 Disabled 10000 Disabled 10000  Drop
O 18 GE18 Disabled Disabled 10000 Disabled 10000 Disabled 10000  Drop
] 19 GE19 Disabled Disabled 10000 Disabled 10000 Disabled 10000  Drop
O 20 GEZD Disabled Disabled 10000 Disabled 10000 Disabled 10000  Drop
] 21 GE21 Disabled Disabled 10000 Disabled 10000 Disabled 10000  Drop
O 22 (EZ2 Disabled Disabled 10000 Disabled 10000 Disabled 10000  Drop
] 23 GEZ3 Disabled Disabled 10000 Disabled 10000 Disabled 10000  Drop
O 24 (GE2Z4 Disabled Disabled 10000 Disabled 10000 Disabled 10000  Drop
] 25 GEZ5 Disabled Disabled 10000 Disabled 10000 Disabled 10000  Drop
O 26 (EZ6 Disabled Disabled 10000 Disabled 10000 Disabled 10000  Drop
] 27 GEZ7T Disabled Disabled 10000 Disabled 10000 Disabled 10000  Drop
O 28 ©GEZ8 Disabled Disabled 10000 Disabled 10000 Disabled 10000  Drop

3. Enter the modification interface, configure the storm control switch, speed and other
information, after the configuration is complete, click Apply to save, the interface is as follows:



Port )

Edit Port Setting

Storm Control

e Port| GE11-GE13
T State | (| Enable
--------------------------- Enable
: Broadcast |
! 110000
___________________________ Enable
: Unknown Multicast i
| | 10000
Enable
H Unknown Unicast |
! ! 10000
----------------------- ® Drop
Action Shutdown
Apply l [ Close

4.3 Port speed limit

Configuring the interface rate limit is to limit the rate at which the physical interface sends or

receives data.

Background Information

Before the traffic is sent from the interface, configure the rate limit in the outbound direction of

the interface to control the flow of all outgoing packets.

Before the traffic is received from the interface, configure the rate limit in the inbound direction of

the interface to control the flow of all incoming packets.

Steps:

1. Click the "QoS" menu in the navigation bar, click the "Bandwidth Speed Limit" submenu, and

click the "Port Speed Limit" secondary submenu to enter the port speed limit page, where you can

select the speed limit port to view the current speed limit Configuration, as shown below:

QoS )’ Rate Limit )

Ingress | Egress Port Table

Ingress / Egress Port

Q
[ Ingress Egress |
Entry | Port
| state | Rate (Kbps) | State | Rate (Kbps) |
1 GE1  Disabled Disabled
2 GE2  Disabed Disabled
3 GE3 Disabed Disabled
4 GE¢ Disabed Disabled
5 GE5 Disabled Disabled
6 GE6 Disabed Disabled
7 GE7  Disabled Disabled
5 GE3 Disabled Disabled
9 GEO Disabed Disabled
10 GEID Disabled Disabled
11 GEN  Disadled Disabled
12 GE12 Disabled Disabled
13 GE13 Disabled Disabled
16 GE14 Disabled Disabled
15 GE15 Disabled Disabled
16 GEI6 Disabled Disabled
17 GE17 Disabled Disabled
1 GEIS Disabed Disabled
18 GE1O Disabled Disabled
20 GE20 Disadled Disabled
21 GE21 Disabled Disabled
22 GE22 Disadled Disabled
23 GE23 Disabled Disabled
26 GE24 Disabled Disabled
25 GE25 Disadled Disabled
25 GE Disavled Disabled
27 GE27 Disabled Disabled
22 GE2 Disabled Disabled



2. Select the port that needs speed limit, you can select multiple, and then click the modify button

at the bottom of the page to enter the modification page, configure to enable and disable the

speed limit function, specify the speed limit rate, and save the application after the configuration

is completed. The page is as follows:

QoS )’ Rate Limit )’ Ingress / Egress Port

Edit Ingress [ Egress Port

rti GE3-GE11
] Enable
Ingressi
! Enable
Egress
[ Apply H Close l

Configuration parameter description

Configuration item

Entrance Open
Rate

Exit Turn on
Rate

4.4 Port mirroring

Description
The speed limit switch in the incoming direction

The rate limit in the inbound direction, the range is 16-
1000000 (Kbps)

The speed limit switch in the exit direction

The rate limit in the outbound direction, the range is 16-
1000000 (Kbps)

Port mirroring is to copy the packets of the designated port of the switch to the destination port;

the copied port is called the source port, and the copied port is called the destination port. The

destination port will be connected to the data detection equipment, and the user will use these

equipment to analyze the packets received by the destination port for network monitoring and

troubleshooting. As shown below:



Mirrordistination port
B H R

e 19 0 5 1
3 2 0% i L

Mirror solirceport BOHE W A i K

Data monitoring .

. equipment

FC

Configuration example
PC1 connects to SwitchA through interface gel. PC2 is directly connected to the ge2 interface of
SwitchA.

The user wants to monitor the message sent by PC1 through the monitoring device PC2.

I gel/1 gel/2 |

PC1 SwitchA PC2

Steps:

1. Click the "Port" menu in the navigation bar, and click the "Mirror function" submenu to enter
the mirror configuration page. 4 sets of flow mirroring rules can be configured on the page, the
interface is as follows:

Port ), Mirroring

Mirroring Table

| SessioniD | state | MonitorPort | Ingress Port | Egress Port
1 Disabed — = -

2 Disabed — — —
3 Disabled — = =
4 Disabled — — —

" Allow the monitor port to send or receive normal packets
2. Select one group of mirroring sessions and click the Modify button to enter the mirroring group
configuration interface:



Port )’ Mirroring

Edit Mirroring

.....................

_____________________
—————————————————————

—————————————————————

_____________________
—————————————————————

GET
GE2
GE3
GE4
- | |GES
: =5
| |GET
, | |cE3

_____________________
—————————————————————

GET
GE2
GE3
GE4
: | |GES5
. | |GEB
§ | |GET
; | |GE8

_____________________

Enable
GE1

; i Send or Receive Normal Packst

i Available Part Selected Port

v Available Port Selected Port

The meaning of the interface information is as follows

Configuration item

Description

Session ID

The switch has 4 mirroring session IDs by default

Status

Whether the mirroring group is enabled

The destination port

cannot be a link aggregation port, only a common physical port can be
selected as the destination port, and cannot be selected as the source

port at the same time

Source Incoming Port

Any packets received on this port are mirrored to the destination port

Source outgoing port

Any message sent from this port will be mirrored to the destination
port.

4.5 Link aggregation

4.5.1 Introduction to link aggregation

Link Aggregation is a method of bundling a group of physical interfaces together as a logical

interface to increase bandwidth and reliability.

Link Aggregation Group (LAG) refers to a logical link formed by bundling several Ethernet links,




abbreviated as Eth-Trunk.

With the continuous expansion of network scale, users have put forward higher and higher
requirements for link bandwidth and reliability. In the traditional technology, the method of
replacing the high-speed interface board or the device supporting the high-speed interface board
is often used to increase the bandwidth, but this kind of solution requires a high cost and is not
flexible enough.

The use of link aggregation technology can achieve the purpose of increasing link bandwidth by
bundling multiple physical interfaces into one logical interface without hardware upgrades. The
backup mechanism of link aggregation can effectively improve reliability, and at the same time, it
can also achieve load sharing of traffic on different physical links.

As shown in the figure below, SwitchA and SwitchB are connected by three Ethernet physical links.
Bundling these three links together becomes an Eth-Trunk logical link. The bandwidth of this logical
link is equal to the original three Ethernet links. The total bandwidth of the physical links of the
network, thereby achieving the purpose of increasing link bandwidth; at the same time, these
three Ethernet physical links back up each other, effectively improving the reliability of the link.

Eth-Trunk

= <>

SwitchA SwitchB

You can configure link aggregation to achieve the following requirements:

When the bandwidth of a link connection between two switch devices is insufficient.

When the reliability of the connection between two switch devices through a link does not meet
the requirements.

According to whether the link aggregation control protocol LACP is enabled, link aggregation is
divided into static mode and LACP mode.

In static mode, the establishment of Eth-Trunk and the joining of member interfaces are manually
configured without the participation of link aggregation control protocol. In this mode, all active
links participate in data forwarding and share traffic equally, so it is called load sharing mode. If an
active link fails, the link aggregation group automatically shares the traffic equally among the
remaining active links. When you need to provide a larger link bandwidth between two directly
connected devices and the device does not support the LACP protocol, you can use the static mode.

4.5.2 Add static link aggregation

Steps to add static link aggregation:

1. Click the "Port" menu in the navigation bar, click the "Link Aggregation" submenu, and click the
"Aggregation Group Configuration" secondary submenu to enter the link aggregation group
configuration interface. The device supports two load balancing algorithms. Select one of them by
selecting the box, and the application save takes effect, as shown in the figure below:



Port )’ Link Aggregation )) Group

1 ® MAC Adaress
| O IPMAC Address

Apply.

Link Aggregation Table

| LAG | Name | Type | Link Status | Active Member | Inactive Member

LAG 1 =
LAG2
LAG2
LAG¢
LAGS
LAGS
LAGT
LAGS

Edit

2. The device supports 8 link aggregation groups, select one of them, and click the Modify button

to enter the configuration page, as shown in the figure below:

Port )’ Link Aggregation ). Group

Edit Link Aggregation Group

________________

————————————————

GE1
GE2
GE3
GE4
GES
GEB
GET
GES

Member

| Available Port Selected Port

[ Apply ][ Close

]

The meaning of the interface information is as follows:

Configuration item | Description

LAG link aggregation group ID, a total of 1 to 8, 8 aggregation groups

Name The description information of the link aggregation group, which can be
modified as needed

Type Choose whether to aggregate statically or dynamically aggregate based
on LACP

Member The member ports included in the link aggregation group, up to 8 ports

Example:

As shown in the figure below, SwitchA and SwitchB are respectively connected to the networks of
VLAN10 and VLAN20 through Ethernet links, and there is a large amount of data traffic between

SwitchA and SwitchB.

Users hope that SwitchA and SwitchB can provide a larger link bandwidth to communicate with




each other in the same VLAN. At the same time, users also hope to provide a certain degree of
redundancy to ensure the reliability of data transmission and links.

Networking diagram of link aggregation in manual load sharing mode

Eth-Trunk
ge1/4 gel/1 Faa Y gelf:l gel/4
i gel/2 el/2 H
SwitchA %eui — WSWIEHB
7
gel/5 gel/s

Steps:

1. Create an Eth-Trunk interface on SwitchA and add member interfaces to increase the link
bandwidth. The configuration of SwitchB is similar to that of SwitchA and will not be repeated. Click
the "Port" menu in the navigation bar, click the "Link Aggregation" submenu, click the "Aggregation
Group Configuration" secondary submenu, enter the link aggregation group configuration interface,
select the group "LAG 1", and select the port to be aggregated For gel, ge2, and ge3, click the right
arrow to move to the selected port, and click "Apply" to take effect, as shown in the figure below.



Port )’ Link Aggregation ;' Group

Edit Link Aggregation Group

................

................
................

................
................

& Static
LACP

................
................

| Available Port Selected Port

GE4 GE1
GES GEZ2
GEG GE3
GET

GES

GES

GE10

GE11 =

Member |

................

4.5.3 Add dynamic link aggregation

Dynamic link aggregation

LACP (Link Aggregation Control Protocol, Link Aggregation Control Protocol) based on the
IEEE802.3ad standard is a protocol for dynamic link aggregation and disaggregation. The LACP
protocol exchanges information with the opposite end through LACPDU (Link Aggregation Control
Protocol Data Unit, Link Aggregation Control Protocol Data Unit).

After opening the LACP protocol of a port, the port will send LACPDUs to notify the opposite end
of its system priority, system MAC, port priority, port number, and operation key. After receiving
the information, the opposite end compares the information with the information stored in other
ports to select a port that can be aggregated, so that both parties can reach an agreement on the
port joining or leaving a dynamic aggregation group.

Dynamic LACP aggregation is an aggregation that the system automatically creates or deletes. The
addition and deletion of ports in a dynamic aggregation group is done automatically by the
protocol. Only ports with the same speed and duplex properties, connected to the same device,
and the same basic configuration can be dynamically aggregated.

Steps to add dynamic link aggregation:

1. Click the "Port" menu in the navigation bar, click the "Link Aggregation" submenu, click the
"Aggregation Group Configuration" secondary submenu, enter the link aggregation group
configuration interface, select the link aggregation group ID to be configured, Click the Modify
button to enter the modification page, select the type as LACP, as shown in the figure below:



Port )’ Link Aggregation ) Group

Edit Link Aggregation Group

| LAG | 1

Namei

-------- T Static

| YP&! @ LacP

i i Available Port Selected Port

i | |GE4 GE1

| ! |GES GE2

‘ | |cEs (2] |es3
Member |

| [em er: GET

| |cEs

: | |BED

| | |GE10

; | |GEN -

| Appy || Close |

2. Click the "Link Aggregation" submenu again, click the "LACP Configuration" secondary submenu,

enter the LACP properties configuration page, you can configure LACP related properties, such as

system priority, port priority, port timeout mode, etc., as shown below :

Port ), Link Aggregation )) LACP

i [azre8 ‘
LACP Port Setting Table
Q
| Entry | Port Port Priority Timeout.
1 eEl 1 Long
2 eE2 1 Long
3 eE3 1 Long
+ GEt 1 Long
5 GEs 1 Long
6 GEB 1 Long
7 GET 1 Long
8 eE 1 Long
o eEo 1 Long
0 GE 1 Long
1 GEN 1 Long
12 GE1 1 Long
13 GE3 1 Long
1 GEW 1 Long
15 GES 1 Long
16 GE16 1 Long
7 GENT 1 Long
18 eEe 1 Long
19 GE1g 1 Long
0 GE2 1 Long
21 G2 1 Long
2 GE2 1 Long
2 ez 1 Long
24 GE2 1 Long
25 GE2s 1 Long
2% GE26 1 Long
27 GE27 1 Long
22 GE2s 1 Long

The meaning of the interface information is as follows

Configuration item

Description

Type

static and LACP,

Static mode

When you need to increase the bandwidth or reliability between two
devices, and one of the two devices does not support the LACP protocol, you

can create a static link aggregation on the device and add multiple member




interfaces to increase the bandwidth and reliability between the devices Sex.
LACP mode

In the dynamic LACP mode, the link between the two devices has the
capability of redundant backup. When part of the link fails, the backup link
is used to replace the failed link to keep data transmission uninterrupted.

System priority LACP determines the choice of active and passive mode between two

devices according to priority

Port priority LACP determines the dynamic aggregation group membership mode based
on the device port priority of the higher system priority.

The timeout period | Determines the frequency of LACP protocol message sending

[ Description:

Before changing the Eth-Trunk working mode, please make sure that no member interface is added
to the Eth-Trunk, otherwise the Eth-Trunk working mode cannot be modified.

The working mode configured on the local end and the opposite end should be consistent.

for example
Ethernet switch Switch A uses 3 ports (GE1~GE3) for aggregation

Connect to the Ethernet switch Switch B to achieve load sharing among the member ports.
In the actual configuration below, the dynamic convergence method will be used as examples.

@ Switch A

Link aggregation ———»( D

@ Switch B

Steps:
Description:
The following only lists the configuration for Switch A. The same configuration is also required for

Switch B to achieve port aggregation.

Steps:

1. Click the "Port" menu in the navigation bar, click the "Link Aggregation" submenu, click the
"Aggregation Group Configuration" secondary submenu, enter the link aggregation group
configuration interface, select LAG 2, and click "Modify". Select GE1-GE3, select the type as LACP,
and click "Apply", as shown in the figure below:
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4.6 Port isolation

Port traffic sometimes does not need to communicate with each other, but broadcast, multicast,
and other messages will be flooded between ports. In this case, the port isolation function can be
used to achieve message isolation between ports.

Steps:

1. Click the "Port" menu in the navigation bar, click the "Port Isolation" sub-menu, enter the port
isolation configuration interface, check the ports that need to be isolated, you can select multiple,
click modify, configure the isolation function switch, as shown in the figure below :

Protected Port Table

o]

[ ey [ port [ state ]
0 GE1  Unprotected

oo

(m]

_______ Port| GE1-GE4

4
h
'

_______
_______

_____________

The following example illustrates, as shown in the figure below, PC1, PC2 and PC3 are connected
to GE1, GE2, and GE3 respectively. The user hopes that PC1, PC2 and PC3 cannot access each other.

Steps:
1. Click the "Port" menu in the navigation bar, click the "Port Isolation" submenu, enter the port



isolation configuration interface, check GE1, GE2, and GE3, click Modify, check isolation, and click
Apply to save the effect. The result is as shown in the figure below Show:

Protected Port Table

fd I

Bl
i

Port | state
g

GE2  Profected
GE3  Profected

GE¢  Unprotected
GE5  Unprotected

At this time, GE1, GE2, and GE3 cannot communicate with each other, and can communicate with
other non-isolated ports.

4.7 Port Statistics
a. Introduce the detailed information of all interface traffic statistics and the information that users

can manually refresh or clear statistics.

-& Note: After the traffic statistics information is cleared, it cannot be restored. Please confirm

carefully before operation. .

Steps:
1. Click the "Device Management" menu in the navigation bar, click the "RMON Settings" submenu,
and click the "Message Statistics" secondary submenu, as shown below:

Statistics Table
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Description:

Click "Refresh" to get the latest traffic statistics on the page.

Click "Clear" to clear the traffic statistics of all ports and refresh the page.

Select a port and click the View button to display the detailed port statistics page.

b. Introduce the detailed information of a certain interface traffic statistics and the information



that users can manually refresh or clear statistics.

1. Click the "System Status" menu in the navigation bar, click the "Port Information" submenu, and
click the "Port Statistics" secondary submenu, as shown below:

Status ' Port / Statistics
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[ Description:
Click "Clear" to clear the traffic statistics of the current port and refresh the page.

5. Two-tier configuration



5.1 VLAN configuration

The composition of VLANSs is not restricted by physical location, so hosts in the same VLAN do not
need to be placed in the same physical space. As shown in the figure below, VLAN divides a physical
LAN into multiple logical LANs, and each VLAN is a broadcast domain. Messages can be exchanged
between hosts in a VLAN through the traditional Ethernet communication method. If
communication between hosts in different VLANs is required, it must be achieved through network
layer devices such as routers or layer three switches.

Router

Switch Switch

o O O S5
T~ <

VLAN A VLAN B

Compared with traditional Ethernet, VLAN has the following advantages:

Control the scope of the broadcast domain: The broadcast messages in the LAN are restricted to
one VLAN, which saves bandwidth and improves network processing capabilities.

Enhanced LAN security: Because packets are separated by broadcast domains divided by VLANs at
the data link layer, the hosts in each VLAN cannot communicate directly, and the packets need to
be processed by network layer devices such as routers or layer three switches. Layer three
forwarding.

Flexible creation of virtual workgroups: VLANs can be used to create virtual workgroups across the
physical network. When the user's physical location moves within the virtual workgroup, the
network can be accessed normally without changing the network configuration.

This managed switch supports 802.1Q VLAN, protocol-based VLAN, MAC-based VLAN, and port-
based VLAN. In the default configuration, the VLAN is in 802.1Q VLAN mode.

The principle of port-based VLAN is that VLANs are divided according to the interface numbers of
switching devices. The network administrator configures a different PVID for each interface of the
switch, that is, the VLAN to which an interface belongs by default. When a data frame enters the
switch interface, if there is no VLAN tag and PVID is configured on the interface, then the data
frame will be marked with the PVID of the interface. If the incoming frame already has a VLAN tag,
the switch will not add a VLAN tag, even if the interface has been configured with PVID.

The processing of VLAN frames is determined by the interface type. The advantage is that it is
simple to define members. The disadvantage is that the member moves need to reconfigure VLAN.

a. New VLAN operation steps:
1. Click the "VLAN Function" menu in the navigation tree, click the "VLAN Configuration" submenu,



click the "Create VLAN" secondary submenu, enter the "Create VLAN" interface, select the VLAN
name in the valid VLAN box, and click Right arrow, move to the Create VLAN box (up to 256 VLANs
can be created), click Apply to save the effect, as shown in the following figure:

Available WLAM Crested WLAMN

i [WLAN 4
b[WLAN 5
b |vLAN 8
VLAM ! |y 4N T
P |vLang
b[WLAN g
! |vLAN 10
i[vLAN 1

WLAM 1
WLAM 2

-

|  Apply |

2. After the VLAN is created, the VLAN will be displayed in the VLAN table, select the VLAN that
needs to be modified, and click the modify button to enter the VLAN modification page, as shown

below:

Edit VLAN Name

The meaning of the interface information is shown in the table below.

Configuration Description

item

VLAN ID Required. Specify the VLAN ID number to be added. The value range is 1
to 4094. Such as: 1-3,5,7,9. Among them, VLAN 1 is the default, and VLAN
1 will not be recreated when it is created.

Name Optionally, the specific description of VLAN can be modified as needed.

b. Add the current port to the designated VLAN operation steps:

There are two ways to add a port to a VLAN. One is to add multiple ports under one VLAN, and the

other is to add one port to multiple VLANs. Because of the different purposes, these two operation

modes are implemented in two configuration modes.
Add multiple ports under one VLAN:
1.Click the "VLAN Function" menu in the navigation tree, click the "VLAN Configuration" submenu,

and click the "Set VLAN" secondary submenu to enter the VLAN configuration interface. At this

time, select the VLAN ID that needs to be configured through the upper left corner of the interface

ID.

Then click operation to configure the port information in the VLAN, as shown in the following figure:




VLAN Configuration Table
VLA

| PVID | Forbidden |

Entry | Port | Mode
1 eer <

E

12 GEf Tk
14 GE14 Trm

ogoed O Unisggea

000000000000 000000000000000000000000

®
®
®
®
®
®
®
®
®
®
®
®
®
®
®
®
®
®
®
®
®
®
®
®
®
®
®
®
®
®
®
®
®
®
®
®

The meaning of the interface information is shown in the table below.

Configuration Description

item

VLAN VLAN ID to be configured

member Member role information of ports in this VLAN:

Excluded: The port does not belong to this VLAN

Tagged: The port is a tagged member of this VLAN
Untagged: The port is an Untagged member of this VLAN
PVID Whether this VLAN is the PVID of the port

Forbidden Whether the port is forbidden to forward this VLAN packet

Add a port to multiple VLANSs:
1. Click the "VLAN Function" menu in the navigation tree, click the "VLAN Configuration" submenu,
click the "Member Configuration" secondary submenu, enter the member configuration interface,
select the port that needs to be configured, and click Modify to perform the port configuration
VLAN attribute configuration:



Edit Port Setting
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The meaning of the information is shown in the table below.

The meaning of | Description
the information
is shown in the

table below.
port Port number to be configured
mode The current VLAN mode of the port, modify in the port settings:

Hybrid: Hybrid mode, this mode port can belong to multiple VLAN tagged
ports and multiple VLAN untagged ports

Access: In this mode, the port can only belong to one VLAN member
Trunk: In this mode, the port only belongs to the untagged members of
PVID, and can belong to the tagged members of multiple VLANSs.

member The VLAN ID this port belongs to and the attributes in the VLAN:
Forbidden: Prohibit forwarding this VLAN packet

Excluded: Does not belong to this VLAN

Tagged: Tagged members of the VLAN

Untagged: Untagged member of VLAN

PVID: Whether this VLAN is the PVLAN of the port
c. Introduction to 802.1Q

Trunk configuration, Trunk type interface is used to connect other switch equipment, it is mainly

connected to trunk link. The Trunk interface allows frames from multiple VLANs to pass. The
encapsulation protocol of the Trunk link is IEEE 802.1q. IEEE 802.1q is the official standard for
virtual bridged LANs. The Ethernet frame format has been modified, and a 4-byte 802.1q Tag is
added between the source MAC address field and the protocol type field.

802.1q frame format



Gbytes  Gbyles 4bytes 2Zbyles 46-1500byles 4bytes

Destination| Source [802:1@ | Length/] Data | FCs |
address | address Type

| TPID | PRI |CFI |\.le‘

2bytes 3bits 1bit 12bits

Introduction to the meaning of each field of the 802.1Q Tag

Field length name Parsing

TPID 2bytes Tag Protocol Identifier(Tag | When the value is 0x8100, it indicates an
Protocol Identifier), which | 802.1q Tag frame. If a device that does
indicates the frame type. not support 802.1g receives such a

frame, it will discard it.

PRI 3bits Priority indicates the priority | The value ranges from 0 to 7. The larger
of the frame. the value, the higher the priority. It is

used to send data frames with higher
priority when the switch is blocked.

CFI 1bit Canonical Format | A CFl of O indicates a classic format, and a
Indicator(Standard  format | CFl of 1 indicates a non-classical format.
indicator), indicating | For compatibility with Ethernet and token
whether the MAC address is | ring networks. In Ethernet, the value of
in the classic format. CFlis 0.

VID 12bits VLAN ID indicates the VLAN | The VLAN ID ranges from 0 to 4095. Since
to which the frame belongs. | 0 and 4095 are reserved for the protocol,

the valid range of VLAN ID is 1 to 4094.

Each packet sent by a switch that supports the 802.1q protocol will contain a VLAN ID to indicate
which VLAN the switch belongs to. Therefore, in a VLAN switching network, the Ethernet frame has
the following two forms:

Tagged frame: Frame with 4-byte 802.1q Tag added

Untagged frame: the original frame without a 4-byte 802.1q tag

Trunk type interface is used to connect other switch equipment, it is mainly connected to trunk
link. The Trunk interface allows frames from multiple VLANSs to pass.

d. Trunk port configuration steps:

1. Click the "VLAN Function" menu in the navigation tree, click the "VLAN Configuration" submenu,
click the "Port Configuration" secondary submenu, enter the port configuration interface, select
the port that needs to be configured, and click Modify to perform the port configuration VLAN
attribute configuration:
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The meaning of the interface information is shown in the table below.

Configuration item Description

port Port number to be configured




mode The current VLAN mode of the port, modify in the port settings:
Hybrid: Hybrid mode, this mode port can belong to multiple
VLAN tagged ports and multiple VLAN untagged ports

Access: In this mode, the port can only belong to one VLAN
member

Trunk: In this mode, the port only belongs to the untagged
members of PVID, and can belong to the tagged members of

multiple VLANSs.
PVID Port PVLAN
Accept Frame Type Types of packets received by the port:

All: All messages
Tag Only: Only receive tagged packets
Untag Only: Only Untagged packets are received

Ingress Filtering Ingress filtering function switch, whether to filter VLAN packets
that do not contain this port

Uplink Whether it is in up mode
TPID VLAN Tag identification number

Configuration example

In order for the link between SwitchA and SwitchB to support both user communication in VLAN 2
and user communication in VLAN 3, the connection interface needs to be configured to join two
VLANSs at the same time. That is, the Ethernet interface ge1/3 of SwitchA and the Ethernet interface
gel/3 of SwitchB should be added to VLAN2 and VLAN3 at the same time.

gel/3 gel/3

SwitchB

gel/1 gel/2

PC1 PC3 PC2 PC4
VLAN2 VLAN3 VLAN2 VLAN3

Steps:
Create VLAN2 and VLAN3 on SwitchA and SwitchB respectively, and add GE1 to VLAN2, GE2 to
VLAN3, set GE3 to trunk working mode, and add to VLAN2 and VLAN3 at the same time.

5.2 Mac-vlan

The principle of MAC-based VLAN is to divide VLAN according to the MAC address of the computer
network card. The network administrator successfully configures the MAC address and VLAN ID
mapping table. If the switch receives an untagged (without VLAN tag) frame, the VLAN ID is added
according to the table.

The advantage is: when the physical location of the end user changes, there is no need to
reconfigure the VLAN. Improve the safety of end users

Completeness and flexibility of access. The disadvantage is: it is only applicable to scenarios where
the network card is not frequently changed and the network environment is relatively simple, and
all members in the network need to be defined in advance.

Steps:



1. Click the "VLAN function" menu in the navigation tree, click the "MAC VLAN configuration"
submenu, click the "MAC group configuration" secondary submenu, enter the MAC group
configuration interface, click the Add button to add a new MAC group, As shown below:

MAC Group Table
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The meaning of the interface information is shown in the table below.

Configuratio | Description

nitem

Group ID MAC VLAN group ID

MAC Need to bind the MAC address of the VLAN

address

Mask Used to indicate the MAC address end, exactly match the MAC address and fill
in 48. Others have the same effect as the IP address mask

Here is an example to illustrate that a company has high requirements for information security,
requiring only the company's PC to access the company network. As shown in the figure, the
interface GE1 of the Switch is connected to the upstream interface of SwitchA. The downstream
interfaces of SwitchA are connected to PC1, PC2, and PC3 respectively. PC1, PC2, and PC3 are
required to be able to access the company network through SwitchA and Switch, but cannot be
accessed if they are replaced with other PCs.

Configuration idea: Use the following idea to configure VLAN division based on MAC address:

1. Create the relevant VLAN.

2. Configure each Ethernet interface to join the VLAN in the correct way.

3. Configure the MAC addresses of PC1, PC2, and PC3 to associate with the VLAN.

Data preparation: To complete this configuration example, you need to prepare the following data:
Set the PVID of GE1 to 100 on the Switch.

Configure interface GE1 on the Switch to join VLAN 10 in untagged mode.

Configure interface GE2 on the Switch to join VLAN 10 in tagged mode.

The interfaces on SwitchA use the default configuration, that is, all interfaces are added to VLAN 1
in untagged mode.

Obtain the MAC addresses of PC1, PC2, and PC3, and configure the MAC addresses to associate
with VLAN 10.

Networking diagram for configuring VLAN division based on MAC address
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PC1 PC2 PC3 Steps:
1. Create a VLAN and determine the VLAN to which the employee belongs. Click the "VLAN
Function" menu in the navigation tree, click the "VLAN Configuration" submenu, click the "Create
VLAN" secondary submenu, select VLAN10, add to the create VLAN list to the right, and click Apply

to take effect:
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2. Configure the switch Ethernet interface GE1 mode as Hybrid, the port PVID is 100, the port
belongs to the untagged member of VLAN 10, configure the Switch Ethernet interface GE2 mode
as Trunk, and add the port to the VLAN 10 tagged member list.

Port Setting Table

Entry | Port | Mode | PVID | Accept Frame Type | Ingress Filtering | Uplink | TPID |
Q 1 GE1  Hybrid 1 Al Enabled Disabled 0x3100
2 GEZ2  Trunk 1 All Enabled Disabled 0x3100
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| RS | w0 | [=E0 | ZEBVLAN | Operational VLAN
1 GE1 Hybrid 1U, 10U, 100P 1U, 10U, 100P
2 GE2 Trunk  1UR, 10T 1UR, 10T
3 GE3 Trunk 1UP 1UP

3. The interfaces on SwitchA use the default configuration, that is, all interfaces are added to VLAN
1 in an untagged manner. Configure the MAC addresses of PC1, PC2, and PC3 to associate with
VLAN 10. Click the "VLAN function" menu in the navigation tree, click the "MAC VLAN
configuration" submenu, click the "MAC group configuration" secondary submenu, enter the MAC
group configuration interface, enter PC1 (0022-0022-0022), PC2 respectively (0033-0033-0033),
PC3 (0044-0044-0044) MAC address, the mask is 48-bit exact match, as shown in the figure below.

MACZHZ:
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| s | MACH1E | =83 |
1 00-22:00:22:00:22 42
2 00-33:00:33:00:33 4z
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4, Click the "VLAN function" menu in the navigation tree, click the "MAC VLAN configuration"
submenu, click the "MAC group binding" secondary submenu, enter the MAC group binding
interface, click Add, select the port (only Is a Hybrid port), select the binding MAC group ID, specify
the binding VLAN ID, and click Apply to complete the configuration.
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5. Check the configuration results
PC1, PC2, and PC3 can access the company network, but cannot be accessed if they are replaced
by other PCs from outsiders.

5.3 protocol-vlan

VLANSs are divided based on protocols. The principle is to assign different VLAN IDs to packets
according to the protocol (family) type and encapsulation format of the packets received by the
interface.

The network administrator needs to configure the mapping table between the protocol domain
and the VLAN ID in the Ethernet frame. If the received frame is an untagged (without VLAN tag)
frame, the VLAN ID is added according to this table. The advantage is: VLAN is divided based on
the protocol, and the service type provided in the network is bound to the VLAN, which is
convenient for management and maintenance. The disadvantage is that the initial configuration of
the mapping table of all protocol types and VLAN IDs in the network is required. Need to analyze
the address format of various protocols and

Corresponding conversion consumes more resources of the switch and has a slight disadvantage
in speed.



Steps:

1. Click the "VLAN Function> Protocol VLAN Configuration> Protocol Group Configuration" menu
in the navigation tree to enter the protocol VLAN group configuration interface, as shown in the
figure below.

Protocol Group Table
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The meaning of the interface information is shown in the table below.

Configuratio | Description

nitem

Group ID Protocol VLAN Group

Message Frame types are ether2, llc, rfc-1042
type

Agreement | The protocol value can be optional from 0x600~oxFFFE
value

2. Fill in the corresponding configuration items.
3. Click "Apply" to complete the configuration.

Protocol Group Table
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4.Click the "VLAN Function> Protocol VLAN Configuration> Protocol Group Binding" menu in the
navigation tree, and bind the configured protocol number, port number, and VLANID to make the
protocol VLAN configuration effective, as shown in the figure below:
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[ Description:
To set the matching protocol IPv4 and IPv6, you need to set the ARP protocol at the same time.

Let's take an example to illustrate. As shown in the figure below, PC1 and PC3 can communicate
with each other. The communication protocol adopts IPv4, and the IPv4 protocol is bound to
VLAN10. PC2 and PC4 can communicate with each other, the communication protocol adopts IPv6,

and the IPv6 protocol is bound to VLAN20.

Network diagram of VLAN based on protocol division

PC3 PC4
1PV4 IPV6
VLAN10 VLAN20
| gel/2 S gel/3

ge1/2
Switcha 9¢1/3

PC1 PC2

1PV4 IPV6

VLAN10 VLAN20
Steps:

1. Create a VLAN and determine the VLAN to which each service belongs. Click the "Layer 2
Configuration> VLAN Configuration> VLAN Configuration" menu in the navigation tree to enter the
"VLAN Configuration" interface, create vlan10, enter the value 10 for the Vlan’ ID, and enter IPV4
for the description. Create vlan20, enter the value 20 for Vlan’ ID, and enter IPv6 for the description.

Select Flood-unknown and click "Add" to complete the configuration, as shown in the figure below.
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2. Configure the Ethernet interfaces gel/2 and gel/3 of SwitchA to join the ports that need to be
connected in untag mode to join the VLAN. Click the "Layer 2 Configuration> VLAN Configuration>
TRUNK Configuration" menu in the navigation tree, enter the "TRUNK Configuration" interface,
enter Vlan ID "10", and select port gel/2 in the "Untag Port List". Similarly, enter the "TRUNK
configuration" interface, enter Vlan ID "20", and select port gel/3 in the "Untag port list". Click
"Add" to complete the configuration, as shown in the figure below.
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3. Configure the SwitcB Ethernet interfaces gel/2 and gel/3 to join the ports that need to be
connected in the untag mode to join the VLAN. The operation is the same as 2.

4. Configure interface gel/1 on SwitchA to join VLAN 10 and VLAN 20 in tagged mode. Click the
"Layer 2 Configuration> VLAN Configuration> TRUNK Configuration" menu in the navigation tree,
enter the "TRUNK Configuration" interface, enter Vlan ID "10", select port gel/1 in the "Tag Port
List", and click "Add" . In the same way, enter the "TRUNK Configuration" interface, enter the Vlan
ID "20", select the port gel/1 in the "Tag Port List", and click "Add" to complete the configuration,
as shown in the figure below.
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5. Associate the protocol and VLAN to assign different VLAN IDs to the message according to the

1

protocol (family) type of the message received by the interface, click the "Layer 2 Configuration>

Protocol-vlan" menu in the navigation tree, and enter the " "protocol-vlan" interface, enter the
corresponding values, bind vlan10 to ipv4 and vlan20 to ipv6, and click "Add". Complete the

configuration as shown in the figure below.
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5.4 Voice vlan

The traditional processing method to improve the priority of voice data transmission is to use ACL
(Access Control List) to distinguish voice data, and to use QoS (Quality of Service) to ensure
transmission quality. In order to simplify user configuration and manage the transmission of voice
streams more conveniently, the Voice VLAN feature is proposed. The voice VLAN-enabled interface
determines whether the data stream is a voice data stream based on the source MAC address field
in the data stream entering the interface. A packet whose source MAC address matches the OUI
(Organizationally Unique Identifier) address of a voice device set by the system is considered to be
a voice data stream. The interface that receives the voice data stream will automatically be added
to the Voice VLAN for transmission. This simplifies the user configuration and realizes the user's
convenient management of voice data.

OUI address of the Voice VLAN

The OUI address represents a MAC address segment. The 48-bit MAC address and the
corresponding bits of the mask can be ANDed to determine the OUI address. The number of bits
that the MAC address of the access device matches with the OUI address is determined by the
length of all "1"s in the mask. For example, if the MAC address is 1-1-1 and the mask is FFFF-FFOO—
0000, then the result of the AND operation between the MAC address and its corresponding mask
bit is the OUI address 0001-0000—0000.

As long as the first 24 bits of the MAC address of the access device match the first 24 bits of the
OUI address, the interface that enables the Voice VLAN function will consider this data stream to

be a voice data stream and the connected device is a voice device.

Voice VLAN is a VLAN that divides the user's voice data flow. The user creates a Voice VLAN and



adds the interface connecting the voice device to the Voice VLAN, so that the voice data stream is
concentrated in the Voice VLAN for transmission.

There are often both voice data and non-voice data traffic at the same time in the network. Voice
data needs to have a higher priority than other service data during transmission to reduce possible
delay and packet loss during transmission.

1. Click the "VLAN Function> Voice vlan> Function Configuration" menu in the navigation tree to

enter the voice VLAN configuration interface, as shown in the figure below.
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The meaning of the interface information is shown in the table below.



Configuration Description

item

status Enable Voice VLAN by tick

VLAN Specify the VLAN ID number to be added. The value range is 1 to

4094. Such as: 1-3,5,7,9. Among them, VLAN 1 is the default. Other
VLANs must exist and join the ports that need to be linked in an
untag mode.

CoS re-marking

Check whether you need to redefine the priority of Voice VLAN

packets.

Aging time Entry aging time

port Voice VLAN enabled port

mode Port Voice VLAN operation mode, divided into automatic mode and
manual mode

QoS strategy Select which kind of packets QoS takes effect

2.
enter the OUI address table configuration interface of the voice VLAN. Configure the OUI address

Click the "VLAN Function> Voice vlan> Voice OUI Configuration" menu in the navigation tree to

segment of the Voice VLAN on this page, as shown in the figure below.
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3. Fill in the corresponding configuration items.
4. Click "Apply" first to complete the configuration, as shown in the figure below.
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Let's take an example to illustrate. By configuring the Voice VLAN in manual mode, the port



connected to the IP phone can be manually controlled to join/exit the Voice VLAN, and the voice
stream is transmitted in the VLAN. Create VLAN2 as Voice VLAN, make it work in Voice VLAN
security mode, only allow voice

The data passed. The IP phone sends untag voice stream, and the access port is Trunk type port
gel/1. The user needs to set a custom OUI address 0812-f231-05e1, and the mask is ffff-ff00-0000.
Network diagram for configuring Voice VLAN in automatic mode

Device A Device B

Internet

0101001
OUI:0011-2200-0000
Mask-fff-f00-0000

Steps:

1. Create a VLAN and determine the VLAN to which each service belongs. Click the "Layer 2
Configuration> VLAN Configuration> VLAN Configuration" menu in the navigation tree, enter the
"VLAN Configuration" interface, create vlan2, select Flood-unknown, and click "Add" to complete
the configuration, as shown in the figure below.
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2. Configure the Switch Ethernet interface gel/1 to join the port that needs to be connected to the
VLAN in untag mode. Click the "Layer 2 Configuration> VLAN Configuration> TRUNK Configuration"
menu in the navigation tree, enter the "TRUNK Configuration" interface, enter Vlan ID "2", select
port gel/1 in the "Untag Port List", and click "Add" To complete the configuration, as shown in the
figure below.
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3. Click the "Layer 2 Configuration> Voice vlan" menu in the navigation tree, enter the "Voice vlan"



interface, tick Enable voice vlan, enter the Vlan id as 2, click "Settings", enter the MAC address of
the language device, 0812-f231-05el1, MAC mask, ffff-ff00-0000, click "Add" to complete the

configuration, as shown in the figure below.
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5.5 MAC configuration

The main function of the Ethernet switch is to forward the message at the data link layer, that is,
according to the purpose of the message

The MAC address outputs the message to the corresponding port. The MAC address forwarding
table is a Layer 2 forwarding table that contains the correspondence between the MAC address
and the forwarding port. It is the basis for the Ethernet switch to implement fast forwarding of
Layer 2 packets.

The entries in the MAC address forwarding table contain the following information:

BDestination MAC address

VLAN ID to which the port belongs

BThe forwarding port number on this device

When the Ethernet switch forwards packets, according to the MAC address table entry information,
the following two forwarding methods are adopted:

BlUnicast mode: When the MAC address forwarding table contains an entry corresponding to the
destination MAC address of the message,

The switch directly sends the packet from the forwarding port in the entry.

BIBroadcast mode: When the switch receives a message with a destination address of all F, or there
is no MAC address in the forwarding table

When it contains the table entry corresponding to the destination MAC address of the message,
the switch will broadcast the message to the

All ports except the receiving port are forwarded.

5.5.1 MAC configuration

On this page, you can set the MAC address aging time and view the MAC address table information,
To adapt to changes in the network, the MAC address table needs to be updated continuously. The
automatically generated entries in the MAC address table are not always valid. Each entry has a life
cycle. Entries that cannot be refreshed after reaching the life cycle will be deleted. This life cycle is
called the aging time. If the record is refreshed before reaching the life cycle, the aging time of the
entry is recalculated.

Setting a proper aging time can effectively realize the aging function of the MAC address. The aging
time set by the user is too short, which may cause the switch to broadcast a large number of data



packets that cannot find the destination MAC address, which affects the operating performance of
the switch.

If the aging time set by the user is too long, the switch may save many outdated MAC address table
entries, thereby depleting

The MAC address forwarding table resource prevents the switch from updating the MAC address
forwarding table according to network changes.

If the aging time set by the user is too short, the switch may delete valid MAC address entries,
reducing forwarding efficiency.

In general, it is recommended to use the default value of 300 seconds for the aging time.

Steps to set the MAC address aging time:

1. Click the "MAC Address Table> Dynamic MAC Address Table" menu in the navigation tree to
enter the dynamic MAC address table configuration and display interface:

Showing 1 to 41 of 41 entries

The meaning of the interface information is as follows

Configuration Description
item

MAC aging time Enter the MAC aging time

2. Fill in the corresponding configuration items.

3. Click "Apply" to complete the configuration.

The MAC table is used to store the MAC addresses, VLAN numbers, and outbound interface
information of other devices learned by the switch. When forwarding data, query the MAC table
according to the destination MAC address and VLAN number in the Ethernet frame to quickly locate
the outgoing interface of the device.

Steps to view the MAC address table:

1. Click the "System Status> MAC Address Table" menu in the navigation tree to enter the MAC
address table display interface, which displays all MAC address information, as shown in the figure
below.
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The meaning of the interface information is shown in the table below.

Query item Description

MAC Destination MAC address

VLAN VLAN ID to which the MAC address belongs




port Outgoing port of packets corresponding to device MAC address

Types of Dynamic MAC address refers to MAC address table entries that can be aged out
according to the aging time configured by the user. The switch can add dynamic
MAC address table entries through the MAC address learning mechanism or
manually created by the user.

Static MAC address refers to the MAC address table entry manually configured
by the user and will not be aged.

Management MAC address, refers to the device's management interface MAC

address

5.5.2 Static MAC

The static entries are manually configured by the user and delivered to each interface board. The
entries do not age.

New static MAC address steps

1. Click the "MAC Address Table> Static MAC Address Table" menu in the navigation tree to enter
the static MAC address table interface, as shown in the figure below.
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The meaning of the interface information is shown in the table below.

Configuratio | Description

nitem

MAC required. Enter the newly created MAC address. Such as:
HH:HH:HH:HH:HH:HH.

VLAN required. Specify the ID number of the VLAN.

port required. Select the type of interface and enter the name of the interface.
Note: The interface must be a member port of the configured VLAN.

2. Fill in the corresponding configuration items.
3. Click "Apply" to complete the configuration.

5.6 MSTP configuration

In order to perform link backup and improve network reliability in an Ethernet switching network,
redundant links are usually used. However, the use of redundant links will cause loops on the



switching network, causing broadcast storms and instability of the MAC address table, which will
result in poor user communication quality and even communication interruptions. In order to solve
the loop problem in the switching network, the Spanning Tree Protocol (STP) is proposed.

Like the development of many protocols, the Spanning Tree Protocol is constantly updated with
the development of the network, from the original STP defined in IEEE 802.1D to the Rapid
Spanning Tree Protocol (RSTP) defined in IEEE 802.1W. , And then to the Multiple Spanning Tree
Protocol (MSTP) defined in the latest IEEE 802.1S.

Among the spanning tree protocols, MSTP is compatible with RSTP and STP, and RSTP is compatible
with STP. The comparison of the three spanning tree protocols is shown in the table.

Comparison of three spanning tree protocols

Spanning Tree Protocol | Features Application scenario

achieve redundant backup.
The convergence speed is fast.

STP A loop-free tree is formed to | No need to distinguish user or
resolve broadcast storms and | business traffic, all VLANs share a
achieve redundant backup. spanning tree.

The convergence rate is slower.

RSTP A loop-free tree is formed to
resolve broadcast storms and
achieve redundant backup.

The convergence speed is fast.

MSTP A loop-free tree is formed to | It is necessary to distinguish user

resolve broadcast storms and | or business traffic and achieve load

sharing. Different VLANs forward
traffic through different spanning

Multiple
implement load balancing among
VLANs, and traffic of different
VLANs is forwarded according to

spanning trees | trees, and each spanning tree is

independent of each other.

different paths.

After the Spanning Tree Protocol is deployed in the Ethernet switching network, if a loop occurs in
the network, the Spanning Tree Protocol can achieve through topology calculation:

Eliminate loops: Eliminate possible network communication loops in the network by blocking
redundant links.

BLink backup: When the currently active path fails, the redundant backup link is activated to restore
network connectivity.

5.6.1 Global configuration

Provides the function of configuring STP global parameters. In some specific network environments,
it is necessary to adjust the STP parameters of some devices in order to achieve the best results.
Steps:

1. Click the "Spanning Tree Protocol> Function Settings" menu in the navigation tree to enter the
Spanning Tree Protocol configuration interface, as shown in the following figure:
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The meaning of the interface information is shown in the table below.

Configuration item

Description

Turn on

Checked by default, it means that the switch enables Spanning-tree

Operating mode

Supports three spanning tree modes, namely STP, RSTP and MSTP.

Path cost model

Long mode and Short mode

BPDU forwarding | Indicates the behavior of the device after receiving the BPDU packet and
method processing the packet

priority Indicates the priority of the port

Hello Time Hello packet interval

Max Age Max Age

Forward Delay

Forward Delay time

domain name

MST domain name. The default value is the MAC address of the main
control board of the switch device.

The domain name of the switch device is used together with the VLAN
mapping table of the MST domain and the revision level of MSTP to
determine which domain the switch device can belong to.

2. Fill in the corresponding configuration items.

3. Click "Apply" to complete the configuration




5.6.2 Example configuration

A switching network is divided into multiple domains through MSTP, and multiple spanning trees
are formed in each domain, and the spanning trees are independent of each other. Each spanning
tree is called a Multiple Spanning Tree Instance (MSTI), and each domain is called an MST Region

(MST Region: Multiple Spanning Tree Region).

Description:

The so-called instance is a collection of multiple VLANs. By bundling multiple VLANs into one
instance, communication overhead and resource occupancy can be saved. The calculation of the
topology of each instance of MSTP is independent of each other, and load balancing can be
achieved on these instances. Multiple VLANs with the same topology can be mapped to an instance.
The forwarding status of these VLANs on the port depends on the status of the port in the
corresponding MSTP instance.

Simply put, it is the mapping of one or more VLANSs to a specified MST instance. One or more VLANs
can be assigned to a spanning tree instance at a time.

Steps:

1. Click the "Spanning Tree Protocol> Instance Configuration" menu in the navigation tree to enter
the instance configuration page, select the MST instance that needs to be configured, and click
Modify to enter the modification interface, as shown in the following figure.
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The meaning of the interface is shown in the table below

Configuration Description

item

MSTI Multi-spanning tree instance number, 0~15.

VLAN VLAN number of instance mapping

priority Set the priority of the specified instance, which must be a multiple of 4096.
Its range is 0 to 65535, and the default value is 32768.

Bridge ID The bridge ID of the spanning tree instance corresponding to this device,

consisting of priority + MAC address

Root bridge ID

The elected root bridge ID of the instance, consisting of priority + MAC

address
Root port Elected instance root port number
Root cost Path cost from root bridge

2. Fill in the corresponding configuration items.

3. Click "Apply" to complete the configuration, and the result is shown in the figure below.

MSTELfIERER
| MSTI| it | D {§IFID | 8BS0 | B7E%  Remaining Hop  VLAN
0 32768 32768-00:E0:4C:00:11:1A  32768-00:E0:4C.00:11:1A  NA 0 20 1-2,5-4094
1 32768  32768-00:E0-4C:00-11-1A 32768-00:E0-4C:00-11-1A N/A 0 20 34
2 32768 32768-00:E0-4C:00-11:1A  32768-00:E0-4C:00:11:1A N/A 0 20

5.6.3 Instance Port Configuration

1. Click the "Spanning Tree Protocol> Instance Port Configuration" menu in the navigation tree to



enter the MSTP instance port configuration interface, which lists all the ports included in the device,
check the ports that need to be modified, and click the modify button. Enter the detailed
configuration interface of the instance port, as shown in the figure below:

MST Port Setting Table

WSTI
| || Entry | Port | Path Cost | Priority | PortRole | Port State | Mode | Type i Bridge i PortID | Desi Cost ining Hop
O =3 20000 128 Disabled Forwarding RSTP  Boundery C-O00C00:00:00:00 1251 o 20
O 2 cE2 20000 128 Dissbied Dissbled ~ RSTP Boundsry C-O00CO0000G01 1282 o 20
O 2 a2 20000 128 Disabled Disabled  RSTP  Boundary 00000000 1282 ] 20
O 4 cE4 20000 128 Dissbied Dissbied  RSTP  Soundery 00000000 1254 o 20
O s cEs 20000 128 Disabled Disabled RSP  Boundary 000000 1256 ] 2
O & cEe 20000 128 Dissbied Dissbied  RSTP  Soundery 000000 1285 o 20
0 7 GET 20000 128 Disabled Disabled RSTP  Boundsary 128-7 o 20
O 2 cE2 20000 128 Dissbied  Dissbied  RSTP  Soundary 1282 o 20
0 & GES 20000 128 Disabled Disabled RSTP  Boundsary 128-8 o 20
O 10 GEln 20000 122 Dissbied Dissbied  RSTP  Soundary 000000 12513 o 20
O # GEM 20000 128 Dissbied  Dissbied  RSTP  Boundary 000000 1281 ] 20
O 1z GElz 20000 122 Dissbied Dissbied  RSTP  Soundary 00000000 12512 o 20
O 12 GE12 20000 128 Dissbled Dissbled  RSTP  Boundary 12513 ] 20
O 14 GEl4 20000 122 Dissbied  Dissbied  RSTP  Soundary 12514 o 20
O 15 GEIS 20000 128 Dissbled Dissbled  RSTP  Boundary ¥00:00:0000:00 12815 ] 20
0 18 GE16 20000 128 Disabled Disabled RSTP  Boundsry :00:00-00:00 128-18 o 20
O 17 GEIT 20000 128 Dissbled Dissbled  RSTP  Boundary 000000 12817 ] 20
0 12 GE13 20000 128 Disabled Disabled RSTP  Boundsry -00-:00:00 128-18 o 20
O 19 GEle 20000 128 Disabled Disabled ~ RSTP Boundary COD0CO0000GD0 12842 ] 20
0 20 GE20 20000 128 Disabled Disabled RSTP  Boundsry 128-20 o 20
O 21 eEx 20000 128 Disabled Disabled  RSTP  Boundary 12521 ] 20
0 o eEm 20000 128 Dissbied Dissbied  RSTP  Soundery 000000 12822 o 20
O 2 eEz: 20000 128 Disabled Dissbled ~ RSTP Boundary COD0C00000G00 12823 ] 20
0 24 GEm 20000 128 Dissbied Dissbled ~ RSTP  Boundsry C-O0C00000G00 12824 o 20
0 25 GE25 20000 128 Disabled Disabled RSTP Boundsry 0-D0-00:00:00:00:00 128-25 o 20
0 = eEm 20000 128 Dissbied Dissbled ~ RSTP  Boundsry C-O0C00000G00 12829 o 20
0 27 GEZT 20000 128 Disabled Disabled RSTP  Boundsary 128-27 o 20
O = eE: 20000 122 Dissbied Dissbied  RSTP  Soundary 12523 o 20
0 28 LAGY 20000 128 Disabled Disabled RSTP  Boundsary 128-29 o 20
O o LaGz 20000 122 Dissbied Dissbied  RSTP  Soundary 12520 o 20
O 31 Lace 20000 128 Dissbled Dissbled  RSTP  Boundary 12831 ] 20
O 2 LaGH 20000 122 Dissbied Dissbied  RSTP  Soundary 12832 o 20
O 32 Lacs 20000 128 Dissbled Dissbled  RSTP  Boundary 0000000 12833 ] 20
0 34 LAGE 20000 128 Disabled Disabled RSTP  Boundsry :00:00-00:00 128-24 o 20
O 3B LacT 20000 128 Dissbled Dissbled  RSTP  Boundary (00000000 12835 ] 20
0 28 LAGE 20000 128 Disabled Disabled RSTP  Boundsry :00:00-00:00  128-28 o 20

Edit
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; Path Cost: [0 D - D = Auto

prommmmmmm—————

d Prionty |

Port Role | Disabled

P |

Port 3tate | Disabled

B

Mode | RSTF
Boundary

Designated Bridge , 0-00:00:00:00:00:00

e

Designated Port ID | 125-25

Y |

Designated Cost | 20000




The meaning of the interface information is shown in the table below.

Configuration item

Description

MSTI

Select the instance to be configured through the drop-down box in the

upper left corner

port

The user selects the port to be configured

Path cost

Enter the path cost value of the interface. The value range when using the
IEEE 802.1t standard method is 0~200000000

priority

Select the priority of the port. The smaller the value, the higher the priority.
The priority of the interface can affect the role of the interface in the
specified MSTI. Users can configure different priorities for the same
interface on different MSTIs, so that the traffic of different VLANSs is
forwarded along different physical links to complete the function of VLAN
load sharing.

Note: When the priority of an interface changes, MSTP will recalculate the

role of the interface and perform a state transition.

Port role

Divided into three types of root ports, designated ports, backup ports, and
Disabled

Port status

Including three states, Discarding, Forwarding, Disabled

mode

Current Spanning Tree Protocol Mode

Types of

The type of the port in the instance, including boundary ports and internal

ports

1. Fill in the corresponding configuration items.

2. Click "Apply" to complete the configuration.

5.6.4 Port configuration

In some specific network environments, it is necessary to adjust the STP parameters of some switch

device interfaces in order to achieve the best results.

1. Click the "Spanning Tree Protocol> Port Configuration" menu in the navigation tree to enter the

port configuration interface, select the port to be configured and click Modify to enter the detailed

modification interface,as shown in the following figure:




Port Setting Table

| || Entry | Port | state | PathCost | Pricrity | BPDU Filter | BPDU Guard | Operational Edge | Operational Point-to-Point | PortRole | Port State i Bridge i FortID ost
(m] GE1 Enabled 20000 128 Disabled Disabled Disabled Enabled Disabled Forwarding  0-00:00:00:00:00:00 1281 20000
0 2 GE2 Ensbled 20000 128 Diszbled Dizabled Diszbled Dizsbled Dizabled Dizabled 0-00:00:00:00:00:00 128-2 20000
0 3 GEa Enabled 20000 128 Disabled Dizsabled Disabled Dizsbled Dizsabled Disabled 0-00-:00:00:00-00:00  128-3 20000
4 GE4 Enabled 20000 128 Disabled Disabled Disabled Disabled Disabled Dissbled 0-00:00:00:00:00:00 1284 20000
O 5 GES Ensbled 20000 128 Disabled Dissbled Disabled Dizsbled Dissbled Dissbled 1285 20000
0 6 GE8 Enabled 20000 28 Disabled Dizsabled Disabled Dizsbled Dizsabled Dizsabled 1286 20000
(m] T GET Enabled 20000 128 Disabled Disabled Disabled Disabled Disabled Disabled 1287 20000
0 2 GEB Ensbled 20000 128 Disabled Dissbled Disabled Dizsbled Dissbled Dissbled 0-00:00:00:00:00:00 1288 20000
(m] =) Enabled 20000 128 Disabled Dizsabled Disabled Dizsbled Dizsabled Dizsabled 0-00-00:00:00-00:00 128-8 20000
O 10 GE10 Enabled 20000 128 Disabled Dizablad Dizabled Dizsbled Dizablad Dizablad 0-00-:00:00:00-00:00  128-10 20000
(m] n  GEN Ensbled 20000 128 Disabled Dissbled Disabled Dizsbled Dissbled Dissbled 128-11 20000
0 12 GE12 Enabled 20000 128 Diszbled Dizabled Diszbled Dizsbled Dizabled Dizabled 128-12 20000
(m] 13 GE13 Enabled 20000 128 Disabled Dizablad Disabled Dizsbled Dizablad Dizablad 12813 20000
0 14 GE14 Enabled 20000 12 Disabled Disabled Disabled Disabled Disabled Dissbled 0-00:00:00:00:00:00  128-14 20000
15 GE1S Enabled 20000 28 Diszbled Dizabled Diszbled Dizsbled Dizabled Dizabled 0-00:00:00:00:00:00 12815 20000
O 16 GE18 Enabled 20000 28 Disabled Dizsabled Disabled Dizsbled Dizsabled Dizsabled 0-00-:00:00:00-00:00  125-18 20000
(m] 17 GE17 Enabled 20000 128 Disabled Disabled Disabled Disabled Disabled Disabled 0-00:00:00:00:00:00 12817 20000
0 182 GE12 Ensbled 20000 128 Disabled Dissbled Disabled Dizsbled Dissbled Dissbled 0-00:00:00:00:00:00 12818 20000
(m] 18 GE18@ Enabled 20000 128 Disabled Dizsabled Disabled Dizsbled Dizsabled Disabled 0-00-:00:00:00-00:00  125-18 20000
0 20 GE20 Enabled 20000 128 Disabled Disabled Disabled Disabled Disabled Disabled 0-00-00:00:00:00:00 128-20 20000
21 GEN Ensbled 20000 128 Disabled Dissbled Disabled Dizsbled Dissbled Dissbled 0-00:00:00:00:00:00 128-21 20000
0 22 GEZ2 Enabled 20000 28 Disabled Dizsabled Disabled Dizsbled Dizsabled Dizsabled 0-00-00:00:00-00:00  128-22 20000
(m] 23 GE23 Enabled 20000 128 Disabled Dizablad Disabled Dizsbled Dizablad Dizablad 0-00-:00:00:00-00:00 128-23 20000
0 24 (E24  Ensbled 20000 12 Dizabled Dissbled Disabled Dissbled Dissbled Dissbled 0-00:00:00:00:00:00  128-24 20000
(m] 26 GE25 Enabled 20000 128 Diszbled Dizabled Diszbled Dizsbled Dizabled Dizabled 0-00:00:00:00:00:00 128-25 20000
26 GE26 Enabled 20000 128 Disabled Dizablad Dizabled Dizsbled Dizablad Dizablad 0-00-:00:00:00-00:00 128-25 20000
(l} 27 GE27 Enabled 20000 128 Disabled Disabled Disabled Disabled Disabled Disabled 0-00:00:00:00:00:00 128-27 20000
0 28 GE28 Enabled 20000 28 Diszbled Dizabled Diszbled Dizsbled Dizabled Dizabled 0-00:00: 128-28 20000
(m] 28 LAGT Enabled 20000 128 Disabled Dizsabled Disabled Dizsbled Dizsabled Disabled 0-00-:00:00:00-00:00  125-28 20000
0 30 LAGZ Enabled 20000 128 Disabled Disabled Disabled Disabled Disabled Dissbled 0-00:00:00:00:00:00 128-30 20000
(m] 31 LAGZ  Ensbled 20000 128 Disabled Dissbled Disabled Dizsbled Dissbled Dissbled 0-00:00:00:00:00:00  128-21 20000
32 LAG4 Enabled 20000 12 Disabled Dizsabled Disabled Dizsbled Dizsabled Dizsabled 0-00-:00:00:00-00:00  125-32 20000
(m] 33 LAGS Enabled 20000 12 Disabled Disabled Disabled Disabled Disabled Disabled 12833 20000
0 34 LAGE  EnsDled 20000 128 Disabled Dissbled Disabled Dizsbled Dissbled Dissbled 128-24 20000
(m] 35 LAGT Enabled 20000 12 Disabled Dizsabled Disabled Dizsbled Dizsabled Dizsabled 128-25 20000
0 36 LAGE Enabled 20000 128 Disabled Dizablad Dizabled Dizsbled Dizablad Dizablad 0-00-:00:00:00-00:00  128-35 20000
Edit J [ Protacol Migration Gheck
Edit Port Setting
Fmmmmmmm e B
i Port| GED
b e a
P m e -
| State | Enable
; Path Cost ! | 0) (0 = Auto
e |
i - . i
! Priarity !
frsremmmre e ———
| Edge Port | [ | Ensbie
L L LT T T
| BPDU Filter ; || Emnskbia
L L LT LT T
| BPDU Guard | [ | Emnable
[ L L LT T
; i ® Auto
' Point-to-Point | () Ensbie
i ! (O Disable
L e a
P m e -
i Port State | Disabled

L

H Designated Eridge |

e |

i Designated Port ID |
T Dasignated Cost |
L perational Edge |
[""6;?;};;;;.' .3;}.2;.1:;;-;};;]

128-0

20000
False

False

l_ Apply H Close |



The meaning of the interface information is shown in the table below.

Configuration Description

item

port Need to configure the port number

status Whether to enable the Spanning Tree Protocol function

Edge port The edge port should be directly connected to the user terminal, not another
switch or network segment. Edge ports can quickly transition to the forwarding
state, because on edge ports, changes in the network topology do not generate
loops. By setting a port as an edge port, the spanning tree protocol allows it to
quickly transition to the forwarding state. It is recommended to configure the
Ethernet ports directly connected to user terminals as edge ports so that they
can quickly transition to the forwarding state.

BPDU Filter Whether to enable the BPDU filtering function.

BPDU Guard Whether to enable the BPDU protection function. The default is not checked.

When the BPDU protection function is enabled on the device, if the interface
receives the BPDU, the device shuts down these interfaces and informs the
network management system at the same time. The closed interface can only be
manually restored by the network manager.

Point-to-Point

Choose on, off and auto.

Auto: Indicates that the port is set to the default state of automatically detecting
whether it is connected to a point-to-point link.

On: Indicates that a specific port is connected to a point-to-point link.

Closed: Indicates that the specific port is not connected to the point-to-point link.

1. Fill in the corresponding configuration items.

2. Click "Apply" to complete the configuration.

Example for configuring MSTP function
SwitchA, SwitchB, SwitchC, and SwitchD all run MSTP. To achieve load sharing between VLAN10
and VLAN20, MSTP introduces multiple instances. MSTP can set up a VLAN mapping table to

associate VLANs with spanning tree instances. Example 1 maps to VLAN 10 and Example 2 maps to

VLAN 20.




Switch A Switch B
@ gel/1 gel/1 @
gel/2 gel/2
gel/2 gel/2
@é&lﬂ geﬂE@
Switch C Switch D

&

PCl

MSTI1:
vlan10
O Root Switch:SwitchA
X Blocked port
Steps:

@

PC2

MSTIZ:
vlan20

o

© Root Switch:SwitchB

X Blocked port

1. Configure the Layer 2 forwarding function of the devices in the ring network, and create VLAN10
and vlan20 on the switching devices SwitchA, SwitchB, SwitchC and SwitchD. Click the "VLAN
Function> VLAN Configuration> Create VLAN" menu in the navigation tree, enter the "Create

VLAN" interface, fill in the corresponding configuration, and click "Apply" to complete the

configuration, as shown in the following figure.
r““—““1i Availsble VLAMN Crested WLAN
| VAN . VLAN 1
LA 17 WLAN 10
i |vian1a WLAN 20
VLAN | |yLaN 18
§[vLan 21
}|wLaN 22
tvianz3
i|vlanzde T
| Apply |
VLAN Table
Showing entries Showing 1to 1 of 1 entries
| viAN | Name | Type | VLAN Interface State
1 defsult  Default Dissbled
| Edt || Deete |

2. Add the ports in the access loop on the switching equipment to the VLAN. Click the "VLAN



Function> VLAN Configuration> Member Configuration" menu in the navigation tree, enter the
"Member Configuration" interface, select the ring port, enter the port setting mode, respectively
move VLAN10 and VLAN20 to the right selection box, the attribute is "Tagged" , Click "Apply" to
complete the configuration,

Edit Port Setting

v [10 1UP
20

: :
E Membership E
| 1

O Forbidden

® Tegges

(8] Untagged
| Apply | | Close |

3. Click the "Spanning Tree Protocol> Function Settings" menu in the navigation tree, enter the
"Function Settings", fill in the corresponding configuration, and select the MSTP mode. The
interface is as shown in the figure below.

[ Enable
O sTP

O RSTP
@® MmsTP

| @® Long
Path Cost 0 Short

EPDU Handling | g E:Erd;gg

' FYPT o
! Pricrity ! |2u?E|B

i Hello Time | |2

E Forward Delay | [15

|
|
E Max Age ! [20 | sec(s- 40, defautt 20
|
|

E Tx Hold Count ) [5

]
'
]

a

1
i
'
i

[en:E2FC0n00:00 |

E Region Name

32788-80-E2: FC-00:00:00
0-00:00:00:00:00:00

MNiA

o

i}

L)
OD/OH/OM/DS

4. Configure the VLAN mapping relationship between instance MSTI1 and MSTI2. Click the



"Spanning Tree Protocol> Instance Settings" menu in the navigation tree, enter the "Instance
Settings", fill in the corresponding parameters, and click "Add". The interface is as shown in the
figure below.

MST Instance Table

| M5TI | Priority | Bridge Identifiter Designated Root Bridge | Root Port | Root Path Cost | Remaining Hop | VLAN |

1] 32788 32768-00:EXFC:00:00:00  0-D0:00:00:00:00:00 MiA 1} 0 1-4004
1 32788  3276E-00:E2-FC:00:00:00  0-D0-00:00:00:00:00 A I o
2 32788 32770-80:E2.FC:00:00:00  0-00:00:00:00:00:00 A o 1]
3 32768 22771-80:E2.FC:00:00:00  0-00:00:00:00:00:00 MA o o
4 o o

32768 32772-00:E2:FC:00:00:00  0-00:00:00:00:00:00 MiA

Anote:

When configuring SwitchA, change the priority of MSTI1 to 0 and the priority of MSTI2 to 4096.
When configuring SwitchB, change the priority of MSTI1 to 4096 and the priority of MSTI2 to 0.
The configuration method is the same as that of SwitchA, and will not be repeated here.

Priority must be a multiple of 4096

5. In the domain, configure the root bridge and backup root bridge of MSTI1 and MSTI2, configure
SwitchB as the root bridge of MSTI2, and configure SwitchB as the backup root bridge of MSTI1.
The operation steps are the same as 5, so | won't repeat them.

6. After the above configuration, the network is pruned into a tree shape to achieve the purpose
of eliminating loops.

5.7 IGMP-snooping configuration

IGMP Snooping (Internet Group Management Protocol Snooping) is a multicast restriction
mechanism running on Layer 2 devices to manage and control multicast groups.

The Layer 2 device running IGMP snooping analyzes the received IGMP messages, establishes a
mapping relationship between ports and MAC multicast addresses, and forwards multicast data
according to this mapping relationship.

As shown in the figure below, when the Layer 2 device is not running IGMP Snooping, the multicast
data is broadcast on the Layer 2. When the Layer 2 device is running IGMP Snooping, it is known
that the multicast data of the multicast group will not be on the Layer 2. It is broadcasted and
multicasted to designated receivers on the second layer, but unknown multicast data will still be
broadcast on the second layer.



Multicast packet transmission
without IGMP Snooping

Multicast packet transmission
when IGMP Snooping runs

Multicast router Multicast router

Source Source

Layer 2 switch

N

Host A Host C
Receiver Receiver

Host B

Layer 2 switch

N

Host A Host C
Receiver Receiver

Host B

——» Multicast packets

5.7.1 IGMP-snooping configuration

IGMP Snooping, used for IPv4 network, deployment location, Layer 2 switch between multicast
router and user host, configured in VLAN, function, listen to IGMP/MLD messages sent between
router and host to establish multicast data The second layer forwarding table is used to manage
and control the forwarding of multicast data in the second layer network.

By default, the IGMP Snooping function of the switch is disabled, so you need to enable the global
IGMP Snooping function of the switch.

Steps:

1. Click the "Multicast> IGMP-snooping> Function Configuration" menu in the navigation tree to
enter the IGMP-snooping configuration interface, which contains the created VLAN information,
select the VLAN to be configured, and click Modify to enter the detailed configuration interface. As

shown below:

[ state] o Enable
h @ IGMPv2

Version GMPY3

Report Suppression | « Enable

VLAN Setting Table

Q
< Router Port Query Query Query Max Last Member | Last Member -
| AL | e Stal“5| Auto Learn | Robustness | Interval nse Interval | Query Counter | QGue Intenral| Il Leave| |
Disabled Enabled 2 125 10 2 1 Disabled
10 Disabled Enabled 2 125 10 2 1 Disabled
20 Disabled Enabled 2 125 10 2 1 Disabled

Edit



Edit VLAN Setting

Enable
Router Port Auto Learn | ¢ Enable

Immediate leave | Enable

Status | Disabled

e B
e
| Query Max Response Interval | 10 (ser)
| Last Member Query Counter | 2

Last Member Query Interval | 1 (Sec)

The meaning of the interface information is shown in the table below.

Configuration item Description
VLAN VLANID to be configured
Status Enable or disable IGMP-snooping function in this VLAN

Route port learning

Leave quickly

Number of queries Maximum number of multicast queries

Query interval Interval time of query messages

Maximum query Query message timeout time, exceeding the maximum response
response time time is timeout

Number of queries for . ) o
. Maximum number of queries for a specific group
a specific group

Specific group query -
] Interval of query messages for a specific group
interval

1. Fill in the corresponding configuration items.
2. Click "Apply" to complete the configuration.



5.7.2 Static multicast

Based on the previous multicast on-demand method, when users in different VLANs request the

same multicast group, the data will be replicated and forwarded on the multicast router for each

VLAN containing the receiver. Such a multicast on-demand method wastes a lot of bandwidth.

After the IGMP Snooping function is activated, the port of the switch is added to the multicast
VLAN by configuring the multicast VLAN, so that users in different VLANs share a multicast VLAN
to receive multicast data, and the multicast stream is only in one multicast VLAN. Transmission is
carried out within the VLAN, thereby saving bandwidth. And because of multicast VLAN and

users. VLAN is completely isolated, security and bandwidth are guaranteed.

Steps

1. Click the "Multicast> Basic Functions> Static Multicast Configuration" menu in the navigation

tree to enter the static multicast configuration interface, click the Add button to add a static

multicast item, and click the Modify button to modify the existing static multicast item , The

interface is shown in the figure below:

Group Address Table

P Version [1Pv4 v

Showing [All v | entries

Showing 0 to 0 of 0 entries. Q

| VLAN | Group Address | Member | Type | Life (Sec) |

[ ) [ Ea [ Deee [ mewsn ]

Add Group Address

0 resuts found.

Member |

________________________

i Available Port Selected Port

GE1
GE2
GE3
GE4

The meaning of the interface information is shown in the table below.

Configuration item

Description

VLAN

The VLAN ID that the multicast group belongs to, drop down to select
an existing VLAN

IP version

Is the version of the multicast IP address v4 or v6

Multicast address

Enter the multicast address

Member

Join the multicast member, you can select multiple




2. Fill in the corresponding configuration items.
3. Click "Apply" to complete the configuration, as shown in the figure below.

Group Address Table

1P Version [1Pvé v

Showing [All_v | entries Showing 110 1 of 1 entries Q

[ VAN Group Address | Member | Type | Life (Sec) | |
| 1 2261041 GE2  Stalic )

[ g J[ Edt [ Deete |[ Reflesn |

5.8 DHCP-snooping configuration

For security reasons, the network administrator may need to record the IP address used by the
user when surfing the Internet, and confirm the correspondence between the IP address the user
obtains from the DHCP server and the MAC address of the user host.

The switch can record the user's IP address information through the security function of the
DHCP relay running at the network layer. The switch can monitor DHCP messages through the
DHCP Snooping function running on the data link layer and record the user's IP address
information. In addition, if there is a privately set up DHCP server in the network, it may cause
users to get the wrong IP address. In order to enable users to obtain IP addresses through a legal
DHCP server, the DHCP Snooping security mechanism allows the port to be set as a trusted port
or an untrusted port.

A trusted port is a port directly or indirectly connected to a legitimate DHCP server. The trusted
port forwards the received DHCP messages normally, thus ensuring that the DHCP client obtains
the correct IP address. An untrusted port is a port that is not connected to a legitimate DHCP
server. If the DHCP-ACK and DHCP-OFFER messages from the DHCP server are received from the
untrusted port, they will be discarded, thus preventing the DHCP client from obtaining the wrong
IP address.

DHCP Server

DHCP Client DHCP Client
ElES

Eth1/0/1 Eth1/0/2

Switch A Switch B
(DHCP Snooping) (DHCP Relay)

DHCP Client DHCP Client

DHCP Snooping typical networking
DHCP Snooping uses the following two methods to obtain the IP address obtained by the user
from the DHCP server and



User MAC address information:
Monitor DHCP-REQUEST messages
Monitor DHCP-ACK messages

5.8.1 DHCP-snooping global configuration

Enable DHCP-snooping

Steps:

1. Click the "Security> DHCP-snooping> Function Configuration" menu in the navigation tree to
enter the DHCP-snoo ping configuration interface. The interface is divided into global
configuration and port configuration. In the port configuration, click the port to be modified, and
click Modify Enter the detailed modification interface, as shown below

~state] [] Enable
Available VLAN Selected VLAN
VLAN 1

WVLAN 10

' |VLAN 20
VLAN |

Port Setting Table

Q
|Entry | Port | Trust | Verify Chaddr | Rate Limit |
1 GE1 Disabled Disabled Unlimited
2 GE2 Disabled Disabled Unlimited
3 GE3 Disabled Disabled Unlimited
4 (B4  Disabled Disabled Unlimited
5 GE5 Disabled Disabled Unlimited
6 GEB Disabled Disabled Unlimited
¥ GE7 Disabled Disabled Unlimited
8 GEB  Disabled Disabled Unlimited
9 GES Disabled Disabled Unlimited
10 GE10 Disabled Disabled Unlimited
11 GE11 Disabled Disabled Unlimited
12 GE12 Disabled Disabled Unlimited
13 GE13 Disabled Disabled Unlimited
14 GE14 Disabled Disabled Unlimited
15 GE15 Disabled Disabled Unlimited
16 GE16 Disabled Disabled Unlimited
17 GE17 Disabled Disabled Unlimited
18 GE18 Disabled Disabled Unlimited
18 GE19 Disabled Disabled Unlimited
20 GE20 Disabled Disabled Unlimited
21 GE21 Disabled Disabled Unlimited
22 (GEZ22 Disabled Disabled Unlimited
23 GE23 Disabled Disabled Unlimited
24 (GE24 Disabled Disabled Unlimited
25 GE25 Disabled Disabled Unlimited
26 GE26 Disabled Disabled Unlimited
27 GE2T Disabled Disabled Unlimited
28 GEZ8 Disabled Disabled Unlimited
20 LAG1 Disabled Disabled Unlimited
30 LAG2 Disabled Disabled Unlimited
31 LAG3 Disabled Disabled Unlimited
32 LAG4 Disabled Disabled Unlimited
33 LAGS Disabled Disabled Unlimited
34 LAGS Disabled Disabled Unlimited
35 LAGT Disabled Disabled Unlimited
36 LAGS Disabled Disabled Unlimited
[ Edt__|



Edit Port Setting

Enable

Enable

The meaning of the interface is described in the following table

Configuration item Description

Status Enable and disable DHCP-snooping

VLAN DHCP-snooping effective VLAN number

port Configure the port number for DHCP-snooping
Trust Whether the port is a trusted port

Client address detection | Whether to enable client address consistency check

o Whether rate limit is enabled on the port and the limit value
Speed limit

configuration

2. Fill in the corresponding configuration items.
3. Click "Settings" to complete the configuration, as shown in the figure below.

Port Setting Table

Q
| Entry | Port | Trust | Verify Chaddr | Rate Limit |
1 GE1 Disabled Disabled 100
2 BE2 Disabled Disabled 100
3 GE3 Disabled Disabled Unlimited
4 (GE4 Disabled Disabled Unlimited
5 GE5 Disabled Disabled Unlimited

5.8.2 Static BINDING

In a DHCP network, users who statically obtain IP addresses (non-DHCP users) may have various
attacks on the network, such as spoofing the DHCP Server and constructing fake DHCP Request
messages. This will bring certain security risks for legitimate DHCP users to use the network

normally.

In order to effectively prevent attacks from non-DHCP users, you can enable the device to generate
static MAC entries for interfaces based on the DHCP Snooping binding table. After that, the device
will automatically execute commands to generate static MAC entries for these users based on the
DHCP Snooping binding entries corresponding to all DHCP users on the interface, and at the same
time disable the interface's ability to learn dynamic MAC entries. At this time, only the packets
whose source MAC matches the static MAC entry can pass through the interface, otherwise the



packets will be discarded. Therefore, for non-DHCP users on this interface, only the administrator
can manually configure the static MAC table entries of such users, and their packets can pass,

otherwise the packets will be discarded.

Steps:
1. Click the "Security> IP Source Guard> IMPV Binding" menu in the navigation tree to enter the IP
Source Guard binding configuration interface, click Add to add an IP-MAC-Port-VLAN binding

group, as shown in the figure below Show:

IP-MAC-Port-VLAN Binding Table

Showing | All ¥ |eniries Showing 0 to 0 of O entries Q
| Port | VLAN | MAC Address | IP Address | Binding | Type | Lease Time | |
0 results found.
First | | Previous | [1) | Mext| | Last

[ Add | Edt

_||_ Deleie |

Add IP-MAC-Port-VLAN Binding

T Port| [GE1 v

i VLAN!

R o 1 @ IP-MAC-Port-VLAN

| BINdING: |5 port-vLAN

| MAC Address |

i IP Address | /
| Apply |[ Close |

The meaning of the interface is described in the following table

Configuration o

. Description

item

Port Port number in the bonding group

VLAN Bonded VLAN ID

Bind Select the binding relationship, including IPMV and IPV
MAC address Bound MAC address

IP address Bound IP address

2. Fill in the corresponding configuration items.
3. Click "Settings" to complete the configuration, as shown in the figure below.

IP-MAC-Port-VLAN Binding Table

Showing | All ¥ | entries Showing 1 to 1 of 1 entries Q
| Port | VLAN | MAC Address | IP Address | Binding | Type | Lease Time | |
GE1 1 00:00:11:11:22:22  59.111.239.59 f 255.255.255 255  IP-MAC-Port-VLAN  Siatic  N/A
[ Add _| |_ Edit _| |_ Delea _| First | | Previous | Bl | Next| | Last



5.8.3 DHCP-snooping port configuration

If there is a DHCP server set up privately in the network, it may cause the user to get the wrong IP
address. In order to enable users to obtain IP addresses through a legal DHCP server, the DHCP
Snooping security mechanism of the PS7024 Ethernet switch allows the port to be set as a trusted
port or an untrusted port.

Trusted port is the port directly or indirectly connected to a legal DHCP server. The trusted port
forwards the received DHCP messages normally, thus ensuring that the DHCP client obtains the
correct IP address.

Untrusted port is a port that is not connected to a legal DHCP server. If the DHCP-ACK and DHCP-
OFFER messages from the DHCP server are received from the untrusted port, they will be discarded,
thereby preventing the DHCP client from obtaining the wrong IP address.

Option 82 is the Relay Agent Information option in the DHCP message. This option records the
location information of the DHCP client. After the DHCP relay (or DHCP Snooping device) receives
the request message sent by the DHCP client to the DHCP server, it can add Option 82 to the
message so that the administrator can locate the DHCP client and realize the security and
calculation of the client. Cost control. Servers that support Option 82 can also formulate IP address
and other parameter allocation strategies based on the option information, providing a more
flexible address allocation method.

Option 82 can contain up to 255 sub-options. If Option 82 is defined, at least one sub-option must
be defined. Currently the device supports two sub-options: Circuit ID sub-option and Remote ID
sub-option. As RFC 3046 does not have a unified regulation on the content of Option 82, different
vendors usually fill in as needed. As a DHCP relay device, the Ethernet switch supports the extended
padding format of Option 82 sub-options. The padding content by default is shown in the figure
below.

The content of sub-option 1 is the VLAN number and port index of the port that received the DHCP
client request message (the value of the port index is the physical port number minus 1).

The content of sub-option 2 is the bridge MAC address of the DHCP relay device that received the
DHCP client request message.

The content of sub-option 1 is the VLAN number and port index of the port that received the DHCP
client request message (the value of the port index is the port physical number minus 1) as shown

in the figure below.

0 7 15 23 31
Sub-option Type ((x01) Length (Ox06) Circuit ID Type (0x00) | Circuit ID Length (0x04)
VLAN ID Port Index

The content of sub-option 2 is the bridge MAC address of the DHCP relay device that received the
DHCP client request message.
0 7 15 23 31
Sub-option Type (0x02) Length (0x08) Remote ID Type (0x00) | Remote ID Length (OX06)
MAC Address

DHCP relay supports Option 82 working mechanism



The process of obtaining an IP address by a DHCP client from a DHCP server through a DHCP relay
is basically the same as the process of obtaining an IP address directly from a DHCP server. It has
to go through four stages of discovery, provision, selection, and confirmation. Only the DHCP relay
support will be introduced here. The working mechanism of Option 82 is as follows:

(1) After receiving the DHCP request message, the DHCP relay device will check whether there is
an Option 82 option in the message and perform corresponding processing.

BlIf there is Option 82 in the request message, the DHCP relay device will process the message
according to the configured policy (discard, replace the original Option 82 option in the message
with the Option 82 option of the relay device itself, or keep the message The original Option 82
option in the text), and then forward the request message to the DHCP server.

BlIf there is no Option 82 option in the request message, the DHCP relay device will add Option 82
option to the message and forward it to the DHCP server

(2) After receiving the return message from the DHCP server, the DHCP relay device strips the
Option 82 information in the message, and then forwards the message with DHCP configuration
information to the DHCP client.

Description:

There are two types of request messages sent by the DHCP client, namely DHCP-DISCOVER
messages and DHCP-REQUEST message. Because the DHCP server devices produced by different
manufacturers have different processing mechanisms for request messages, some devices process
the Option 82 information in the DHCP-DISCOVER message, and some process the Option 82
information in the DHCP-REQUEST message, so DHCP relay equipment Option 82 will be added to
both types of messages.

After the switch is configured with DHCP Snooping and supports the Option 82 function, when the
DHCP request message sent by the received DHCP client contains the Option 82 option, according
to the configured processing strategy and sub-option content, DHCP Snooping responds to the
message The processing mechanism is different.

Steps:

1. Click the "Security> DHCP-snooping> Option 82 Function Configuration" menu in the navigation
tree to enter the configuration interface of the DHCP-snooping Option 82 function, including
Option 82 global settings and port configuration, click the port to be configured, and click the
Modify button. Enter the detailed configuration interface of Port Option82, as shown in the figure
below:

[ ———————

1 ) User Defined

Remote ID |

.1

i Remote 1D 90:=2:fc:00:00:00 (Switch Mac in Byte COrder)

L

I

| Apply |



Port Setting Table

Q
| Entry | Port | State | Allow Untrust |
1 GE1 Disabled Drop
2 GEZ Disabled Drop
3 GE3 Disabled Drop
4 GE4 Disabled Drop
5 GE5 Disabled Drop
6 GEG Disabled Drop
7 GET Disabled Drop
3 GES Disabled Drop
9 GE& Disabled Drop
10 GE10 Disabled Drop
11 GEN Disabled Drop
12 (GE12 Disabled Drop
13 GE13 Disabled Drop
14 GE14 Disabled Drop
15 GE15 Disabled Drop
16 GE16 Disabled Drop
17 GE17 Disabled Drop
13 GE18 Disabled Drop
19 GE19 Disabled Drop
20 GE20 Disabled Drop
21 GE21 Disabled Drop
22 (E22 Disabled Drop
23 (GE23 Disabled Drop
24 (GE24 Disabled Drop
25 (GE25 Disabled Drop
26 GE26 Disabled Drop
27 GE27 Disabled Drop
23 GE28 Disabled Drop
29 LAG1 Disabled Drop
30 LAGZ Disabled Drop
31 LAG3 Disabled Drop
32 LAG4 Disabled Drop
33 LAGHE Disabled Drop
34 LAGE Disabled Drop
35 LAGT Disabled Drop
36 LAGE Disabled Drop
|_ Edit _|

Edit Port Setting

; Port: =E1

i State Enable

i i Keep

i Allow Untrust: = Drop

! i © Replace

| Apply |[ Close |

The meaning of the interface is described in the following table:

Configuration item

Description

Remote-id

Fill in the content of the Remote-id field in Option 82 (such as user-
defined content abcd)

Port

Whether to enable Option82 port number

Allow untrusted

After the option 82 function is enabled on the port, the packet

processing mode of the untrusted port:




Description:

The configuration of the content of the Circuit ID sub-option or the Remote ID sub-option in the
Option 82 field is independent of each other, and can be configured separately or at the same time,
and the configuration sequence is in no particular order.

DHCP Option82 must be configured on the user side of the device, otherwise the DHCP messages
sent by the device to the DHCP Server will not carry Option82 option content.

When receiving a DHCP response message from the DHCP server, if the message contains the
Option 82 option, the Option 82 field is deleted and forwarded; if the message does not contain

the Option 82 option, it is forwarded directly.

2. Fill in the corresponding configuration items.
3. Click "Apply" to complete the configuration, as shown in the figure below.

.................

i & User Defined
Remote 1D
! |aaaa

Port Setting Table

| Entry | Port | State | Allow Untrust |

1 GE1 Disabled Replace
2 GE2 Disabled Replace
3 GE3 Disabled Dirop
4 GE4 Disabled Drop
5 GES Disabled Drop

DHCP Snooping Typical Configuration Examples

a. DHCP Snooping supports Option 82 configuration example

As shown in the figure below, port gel/5 of the Switch is connected to the DHCP server, and ports
gel/1, gel/2, and gel/3 are connected to DHCP Client A, DHCP Client B, and DHCP Client C
respectively.

Enable the DHCP Snooping function on the Switch.

Set port gel/5 on the Switch as a trusted port for DHCP Snooping.

Enable DHCP Snooping on the Switch to support Option 82. For packets passing through port gel1/3,
fill Option 82 with the default configuration of the switch's Circuit ID and Remote-id.



HEE

DHCP Server

gel/5

Switch
DHCP Snooping

QE].!]. EL‘!3

gel/2

.

Client A Client B Client C

fic 8 DHCP Snooping 3 #¥ Option 82 ThiEtA M E

Steps:

1. Turn on the DHCP Snooping function of the switch. Click the "DHCP-snooping Configuration>
Function Configuration" menu in the navigation tree to enter the "Function Configuration"
interface and enable the function, as shown in the figure below.

1 Available VLAN Selected VLAN

i ; VLAN 10
i : VLAN 20
: : VLAN 1
| VLAN!

| Apply |

2. Set port gel/5 as a trusted port for DHCP Snooping., Fill in the corresponding configuration, and
click "modify". The interface is shown in the figure below.

Port Setting Table

Q
| Entry | Port | Trust | Verify Chaddr | Rate Limit |
1 GE1 Disabled Disabled Unlimited
2 GE2 Disabled Disabled Unlimited
3 GE3 Disabled Disabled Unlimited
4 GE4 Disabled Disabled Unlimited
5 GE5 Disabled Disabled Unlimited
B GGFR Nisahled Nisahled L Inlimitad



3. Configure on the Ethernet port gel/3, and set the Remote-id in Option 82 of the DHCP message.

Click the "DHCP-snooping configuration> Option 82 function configuration" menu in the

navigation tree, enter the "Option 82 function configuration", check the port, enter the port

setting page, select the corresponding configuration, and click "Apply" to complete the

configuration. The interface is shown in the figure below.

User Defined

—

_____________________________________________________________________________________________________

_________________

Port Setting Table

| Entry | Port | State | Allow Untrust |

1 GE1 Disabled Drop
2 GE2 Disabled Drop
3 GE3 Disabled Replace
4 GE4 Disabled Drop
5 GE5 Disabled Drop

4. Configure on the Ethernet port gel/3, and set the Circuit-id in Option 82 of the DHCP message.

Click the "DHCP-snooping configuration> Option 82Circuit-id function configuration" menu in

the navigation tree, enter the "Option 82Circuit-id function configuration", add the port

configuration, enter the port setting page, select the corresponding configuration, and click

"Apply" to complete Configuration. The interface is shown in the figure below.

Optiong2 Circuit ID Table

Showing | All ¥ | entries Showing 1 to 1 of 1 entries Q
| Port | VLAN | Cin:uitID|
GE3 1 gelf3
[ Add _| |_ Edit _| |_ Deleie _| First | | Previous | (4] | Mext | | Last

6. Cybersecurity

6.1 DOS anti-attack settings

6.1.1 Function configuration

In order to improve the security of the switch, you can turn on the anti-attack option of the switch

Steps:

1. Click the "Security> DOS Attack Defense> Function Settings" menu in the

navigation tree, enter the "DOS Attack Defense Global Settings", and enable "Prevent POD

Attacks", "Prevent Land Attacks", and "Discard packets with the same source and destination

MAC addresses" ","Discard ICMP Fragment Packet", click "Apply" to complete the configuration,



the interface is shown in the figure below.

POD: # Enable

Land: » Enable

UDP Blat: » Enable

TCP Blat: # Enable

DMAC = SMAC: ¥ Enable

Mull Scan Attack: # Enable

¥-Mas Scan Attack: ¥ Enable

TCP S¥YN-FIM Attack ; ¥ Enable

TCP SYN-RST Attack : # Enable

ICMP Fragment: ¥ Enable

| i+ ¥ Enable

| TCP-SYN; ... F

:,===========================1: # Enable

| TCP Fragment | -

ir ----------------------- -i « Enable IPvd

| Ping Max Size! ¥ Enable IPvé

| {512 e
- 1 # Enable

| TCP Min Hdr size |

| | 20 e =
I ! ¥ Enable

i IPvé Min Fragment

| ! [1240 e e
I | @ Enable

| Smurf Attack |

| | l:l etmas _;';" : = £1a
|__Apply |

6.1.2 Port configuration

Enable DOS anti-attack option based on port

Steps

1. Click the "Security> DOS Attack Prevention> Port Configuration" menu in the navigation tree,
and enter the "DOS Attack Prevention Port Settings", as shown in the figure below

Port Setting Table

| Entry | Port | State |
1 GE1 Disabled
2 GE2 Disabled
3 GE3 Disabled
4 GE4 Disabled

2. Select the port and click "Modify", enter to modify the port configuration,



open and close the port DOS anti-attack settings, as shown in the figure below.

Edit Port Setting

[—Appy_| [ Close |

6.2 ACL configuration

With the expansion of network scale and the increase of traffic, the control of network security
and the allocation of bandwidth have become important contents of network management. By
filtering data packets, you can effectively prevent illegal users from accessing the network. At the
same time, you can control traffic and save network resources. ACL (Access Control List) is achieved
by configuring matching rules and processing operations for packets. Realize the function of packet
filtering. When the switch port receives the message, it analyzes the fields of the message
according to the ACL rules applied on the current port, and after identifying the specific message,
it allows or prohibits the corresponding data packet to pass through according to the preset policy .
The data packet matching rules defined by ACL can also be referenced by other functions that need
to distinguish traffic, such as the definition of traffic classification rules in QoS. By setting matching
rules and operation processing, access control lists (ACLs) can implement packet filtering. An access
control list is a collection of a series of permission and denial conditions applicable to a data packet.
When receiving a data packet on the interface, the switch compares the data packet field with the
ACL used, and determines that the data packet is permitted to be forwarded based on the criteria
specified in the access list. ACL classifies data packets through a series of matching conditions.
These conditions can be the source MAC address, destination MAC address, source IP address,
destination IP address, port number, etc. of the data packet. ACL classifies data packets through a
series of matching conditions. These conditions can be the source address, destination address,
and port number of the data packet. According to the application purpose, ACLs can be divided
into the following types: Basic IP ACL (Basic IP ACL): Rules are formulated only based on the source
IP address of the data packet. ACL ID range: 100~999. Advanced IP ACL (Advanced IP ACL):
Formulate rules based on the third and fourth layer information such as the source IP address,
destination IP address, IP bearer protocol type, and protocol characteristics of the data packet. ACL
ID range: 100~999. Layer 2 ACL (L2 ACL): Formulate rules based on Layer 2 information such as the
source MAC address, destination MAC address, 802.1p priority, and Layer 2 protocol type of the
data packet. ACL ID range: 1~99.

6.2.1 MAC ACL configuration

Layer 2 ACL: Formulate rules based on Layer 2 information such as source MAC address, destination

MAC address, VLAN priority, and Layer 2 protocol type.

Steps:
1. Click the "ACL> MAC ACL Configuration" menu in the navigation tree to enter the "MAC ACL



Configuration" interface, as shown in the figure below.

R e e ST

i ACL Mame |

7

| Apply |

The meaning of interface information is described in the following table

Configuration item Description

ACL name Set the name of the MAC ACL rule

2. Click the "ACL> MAC ACE Configuration" menu in the navigation tree, select the ACL name, and
click "Add" as shown in the figure below:

ACE Table
ACLMame |a v
Showing | All T | entries Showing 0 to 0 of O entries Q
. Source MAC Destination MAC 202.1p
uence | Action Ethertype | VLAN
i Address | Mask | Address | Mask Value | Mask
0 results found.
Add _| |_ Edit _| |_ Deleie _| First | | Previous | [ 1 | Next | |Last

The meaning of interface information is described in the following table

Configuration item Description

ACL name List of ACL rules set through the MAC ACL page

3. Fill in the corresponding configuration items:

Add ACE

au

i ® Permit
Action ! Ceny
i Shutdown
i Any
Source MAC | PYPPTPPPPPPPPIPy
1 00:00:11:11:20:00 [ [FF:FF.FF.FF:FF:00

h Ay
Destination MAC | g
U 00:00:11:11:10:00 [ [FF:FF.FF.FF:FF:00

1 ANy

L@ Any

The meaning of interface information is described in the following table



Configuration item Description

Serial number The MAC ACL value range is: 1-2147483647

" ACL action rules are divided into "Permit" (allow) rules or "Deny" (deny)
action
rules, and "Shutdown" (close the port).

Enter the source MAC address and mask of the ACL rule. The format is

Source MAC .
H.H.H.H.H.H. Select "any" (all), it means any MAC.

Enter the destination MAC address and mask of the ACL rule. The format

Destination MAC . .
is H.H.H.H.H.H. Select "any" (all), it means any MAC.

Enter the Ethernet type of the ACL rule, the value range is: 0x600-0Xffff,

Ethernet type i
select "any" (all), it means any Ethernet type.

VLAN Enter the VLAN of the ACL rule, the value range is: 1-4094, select "any"
(all), it means any VLAN.

802.1p Enter the VLAN priority and mask of the ACL rule, the value range is: 1-7,

select "any" (all), it means any VLAN priority.

4. Click "Apply" to complete the configuration, as shown in the figure.

ACE Table
ACL Name
Showing | All ¥ | entries Showing 1 to 1 of 1 enfries Q
- Source MAC | Destination MAC | 802.1p
uence Actlonl Ethel VLAN
i ‘ | " Address | Mask | Address | Mask | = ‘ ‘ Value | Mask
1 Permit 00:00:11:11:20:00 FF:FF.FF:FF:FF:00 00:00:11:11:10:00 FF:FF:FF:FF:FF:00 Any Any Any Any
3 e~ . n
|_ Add _| |_ Edit _| |_ Deleia _| First | | Previous | B | Next | | Last

6.2.2 IPv4 ACL configuration

Basic IPv4 ACL (Basic IP ACL): Only formulate rules based on the source IP address of the data
packet. ACL ID range: 100~999.

Advanced IP ACL (Advanced IP ACL): Formulate rules based on the third and fourth layer
information such as the source IP address, destination IP address, IP bearer protocol type, and
protocol characteristics of the data packet. ACL ID range: 100~999

Steps

1. Click the "ACL> IPv4 ACL Configuration" menu in the navigation tree to enter the "IPv4 ACL

Configuration" interface, as shown in the figure below.

R S

i ACL Mame |

"

| Apply |

The meaning of interface information is described in the following table

Configuration item Description
ACL name Set the name of the IPv4 ACL rule

2. Click the "ACL> IPv4 ACE Configuration" menu in the navigation tree, select the ACL name, and

click "Add" as shown in the figure below:



ACE Table

ACL Name
Showing entries Showing 0 to 0 of 0 entries a ]

0 results found

(Add [ Edi [ Deleie | [ First | [Previous |l [ Next | Last|

The meaning of interface information is described in the following table

Configuration item

Description

ACL name

List of ACL rules set through the IPv4 ACL page

3. Fill in the corresponding configuration items:

Add ACE

ACL Name |

{1

® Permit

Deny

© Shutdown

Any

@ Select |ICMP v

- 2147433647)

o Defing |

Any

I
Any

(Address [ Mask)

1]
Any

(Address [ Mask)

o DECP |

o IP Precedence |
« Any

Single |

Range |

o Any

Single |

Range |

2]

Urg: et
Ack:
Fsh:

Rst

Unset ® Don't

(1]
0
-9

Unset ® Don't

4]
[3e)
H=4

Unset ® Don't

h
D
H-9

Unset ® Don't

4]
[3e)
H=4

Syn:
Fin:

Unset ® Don't

(1]

Unset ® Don't

« Any

Select [Echo Reply

Define |

o ANy

Defing |

Apply Close




The meaning of interface information is described in the following table

Configuration item

Description

Serial number

The IPv4 ACL value range is: 1-2147483647

ACL action rules are divided into "Permit" (allow) rules or "Deny" (deny)

action

rules, and "Shutdown" (close the port).

Required, select the type of agreement. icmp, tcp, udp, etc., select "any"
protocol )

(all), it means any protocol

Enter the source IP and mask of the ACL rule, select "any", it means any
Source IP

source IP

Destination IP

Enter the destination IP and mask of the ACL rule, select "any" (all), it
means any destination IP

Service type

Enter the service type of the ACL rule, DSCP (range 0-63) or IP priority
(range 0-7), select "any" (all), it means any service type

Source port

Enter the source port of the ACL rule, a single port number or range (range
0-65535), select "any" (all), it means any source port

Destination port

Enter the destination port of the ACL rule, a single port number or range
(range 0-65535), select "any" (all), it means any destination port

Enter the TCP flags of ACL rules, Urg, Ack, Psh, Rst, Sym, Fin flags, actions

TCP flag ] i
include "set" (set), "unset" (cancel), and "Don’t care" (no processing)
Enter the ICMP packet type of the ACL rule, select "any" (all), it means any
ICMP type
ICMP type
) Enter the ICMP field value of the ACL rule, select "any" (all), it means any
ICMP field

ICMP field value

3. Click "Apply" to complete the configuration, as shown in the figure.

ACE Table
ACLName |b ¥
Showing | All ¥ |entries Showing 1 to 1 of 1 entries Q
Source IP Destination IP Type of Service ICMP
Sequence | Action | Protocol Source Port | Destination Port | TCP Flags
Address ‘ Mask | Address | Mask DSCP | IP Precedence | Type | Code
100 Permit Any (IP)  Any Any Any Any Any Any
First | | Previous | [ | Next | | Last
[ add  |[  Edt_|[_ Delete |

6.2.3 IPv6 ACL configuration

Steps
1. Click the "ACL> IPv6 ACL Configuration" menu in the navigation tree to enter the "IPv6 ACL
Configuration" interface, as shown in the figure below.

—————————————————————

_____________________




The meaning of interface information is described in the following table

Configuration item Description

ACL name Set the name of the IPv6 ACL rule

3. Click the "ACL> IPv6 ACE Configuration" menu in the navigation tree, select the ACL name, and
click "Add" as shown in the figure below

ACE Table
ACL Name |c ¥
Showing | All ¥ | entries Showing 0 to 0 of 0 entries Q
Source IP Destination IP Type of Service ICMP
Sequence | Action | Protocol Source Port | Destination Port | TCP Flags
Address | Prefix | Address | Prefix DSCP | IP Precedence | Type | Code
0 results found.
- First | | Previous | |11 | Next | | Last
[ A | Edt ][ Deee |

The meaning of interface information is described in the following table

Configuration item Description

ACL name List of ACL rules set through the IPv6 ACL page

3. Fill in the corresponding configuration items:



Add ACE

e ACL Name' ¢

R 4

| Sequence .

R 4

# Permit

: Action; © Deny

H i\ © Shutdown

[ e LT 4

i L@ Any

! Protocol | © Select

! i o Define

T e Any

: Source IP | 3 :

S — i A !

' VAN

! Destination IP| 3 .

S J !
= Aﬂ}'

Type of Service DECP
! o |P Precedence
Any
i Single
: Range
E Any
Destination Porti Single
: Range
Urg:
Ack:
Psh:
Rat:
Syn:
Fin:
i e Any
ICMP Type |  Select
! { < Define
Any
Define

Source Port

TCP Flags

The meaning of interface information is described in the following table

Configuration item Description

Serial number The IPv6 ACL value range is: 1-2147483647

" ACL action rules are divided into "Permit" (allow) rules or "Deny" (deny)
action
rules, and "Shutdown" (close the port).

Serial number The MAC ACL value range is: 1-2147483647

tocol Required, select the type of agreement. icmp, tcp, udp, select "any" (all),
rotoco
P it means any protocol

Enter the source IP and mask of the ACL rule, select "any", it means any
Source IP
source IP

o Enter the destination IP and mask of the ACL rule, select "any" (all), it
Destination IP o
means any destination IP

. Enter the service type of the ACL rule, DSCP (range 0-63) or IP priority
Service type . .
(range 0-7), select "any" (all), it means any service type

Enter the source port of the ACL rule, a single port number or range (range
Source port .
0-65535), select "any" (all), it means any source port




Destination port . o
(range 0-65535), select "any" (all), it means any destination port

Enter the destination port of the ACL rule, a single port number or range

Enter the TCP flags of ACL rules, Urg, Ack, Psh, Rst, Sym, Fin flags, actions

TCP flag ] ]
include "set" (set), "unset" (cancel), and "Don’t care" (no processing)
Enter the ICMP packet type of the ACL rule, select "any" (all), it means any

ICMP type
ICMP type

ICMP field Enter the ICMP field value of the ACL rule, select "any" (all), it means any

ICMP field value

3. Click "Apply" to complete the configuration, as shown in the figure.

ACE Table
ACL Name

cr

Showing [All ¥ | entries Showing 1 tc 1 cf1 entries Q
. - 1 SourcelP | Destinafi —_— e of Service ICMP
J SEID|| [Address| Preﬁx| Ad(l'ess| Preﬁx| Source Port | Destination Port | TCP Flags | 547 Pmnedence| Type | Code|
1000 Permit Any (IP}) Any Any

[ Add [ Edit [ Delele First| | Prev |cus 1| Next || Last

6.2.4 ACL binding configuration

After the list is created, it must be bound to each interface that wants to use it.

Steps:
1. Click the "ACL> ACL Binding" menu in the navigation tree to enter the "ACL Binding
Configuration" interface, as shown in the figure below.

ACL Binding Tahle

~ | Entry | Port | MACACL | IPv4 ACL | IPv6 ACL |
GE1

1
2 GEz2
3 GE3
4 GE4
5 GES
The meaning of the interface is as follows
Configuration item Description
MAC ACL Bind to the MAC ACL name on the port
IPv4 ACL Bind to the IPv4 ACL name on the port (mutually exclusive with IPv6 ACL)
IPv6 ACL Bind to the IPv6 ACL name on the port (mutually exclusive with IPv4 ACL)

2. Fill in the corresponding configuration items, taking the created MAC ACL a, IPv4 ACL b, and

IPv6 ACL c as examples.

3. Click "Apply" to complete the configuration, as shown in the figure.




Add ACL Binding

S

! MACACL: None ¥
[foossm=sss=esce 1

i IPv4ACL! b v
bommmm————————— 4

i IPvE ACL|

| Apply || Close |

7. Advanced configuration

QoS (Quality of Service) is used to evaluate the service party's ability to meet customer service
requirements. In the Internet, QoS is used to evaluate the service ability of the network to transmit
packets. Since the services provided by the network are diverse, it can be evaluated based on
different aspects. Generally speaking, QoS is an evaluation of the service capability that can
support core requirements such as bandwidth, delay, delay jitter, and packet loss rate during the
packet delivery process. Bandwidth, also referred to as throughput, represents the average rate of
service flow within a certain period of time, and the unit is usually kbit/s. Latency is the average
time required for a service flow to pass through the network. For a device in the network, the delay
requirement is generally understood as several levels. For example, there are two delay levels. The
priority queue scheduling method enables high-priority services to obtain service as quickly as
possible, while low-priority services need to wait for no high-priority services to obtain service.
Delay jitter, which represents the change in the time that the service flow passes through the
network. The packet loss rate indicates the loss rate of the service flow during transmission. Due
to the high reliability of modern transmission systems, the loss of information often occurs when
the network is congested. The most common situation is that queue overflow causes packet loss.
In a traditional IP network, all messages are treated equally without distinction. Each network
device uses a first-in, first-out strategy to process all messages. It does its best (Best-Effort) to report
The message is sent to the destination, but no guarantee is provided for the reliability of message
transmission, transmission delay and other performance.

Network development is changing with each passing day. With the continuous emergence of new
applications on IP networks, new requirements are also put forward for the quality of IP networks.
For example, delay-sensitive services such as VoIP and video put forward higher requirements on
the transmission delay of messages. If the message transmission delay is too long, it will be
unacceptable to the user. In order to support services such as voice, video, and data with different
service requirements, the network is required to be able to distinguish different service types and
then provide corresponding services for them.

The best-effort service of traditional IP networks cannot identify and distinguish the various types
of services in the network, and the ability to distinguish service types is the prerequisite for
providing differentiated services for different services. Therefore, the best-effort service model of
traditional networks can no longer satisfy Application needs. The emergence of QoS technology is
dedicated to solving this problem. QoS can regulate network traffic, avoid and manage network
congestion, and reduce packet loss rate. At the same time, it supports the provision of dedicated



bandwidth for users and different service quality for different services, which improves the service
capabilities of the network.

Different packets use different QoS priorities. For example, VLAN packets use 802.1p, or CoS (Class
of Service) fields, and IP packets use DSCP. When a message passes through different networks, in
order to maintain the priority of the message, it is necessary to configure the mapping relationship
of these priority fields at the gateways connecting different networks.

802.1p priority in VLAN frame header

VLAN frames are usually exchanged between Layer 2 devices. According to the definition of IEEE
802.1Q, the PRI field (802.1p priority) in the VLAN frame header, or CoS (Class of Service) field,
identifies the quality of service requirements.

802.1p priority in VLAN frames

Destination Source

address address

The 802.1Q header contains a 3-bit PRI field. The PRI field defines eight types of service priority
CoS, and the values are 7, 6, ..., 1, and 0 in the order of priority from high to low.

IP Precedence/DSCP field

According to the definition of RFC791, the ToS (Type of Service) field of the IP message header
consists of 8 bits. The Precedence field of 3 bits identifies the priority of the IP message. The
position of the Precedence in the message is shown in the figure.

IP Precedence/DSCP field

Proto | FCS IP-SA | IP-DA | Data

Precedence | D

IP Precedence
| |

T
DsSCR

Bits O to 2 represent the Precedence field, representing 8 priority levels of message transmission,

and the values are 7, 6, ..., 1, and 0 in the order of priority from high to low. The highest priority is
7 or 6, which is often reserved for routing or updating network control communications. User-level
applications can only use levels 0 to 5.

In addition to the Precedence field, the ToS field also includes three bits D, T, and R: The D bit
represents the delay requirement (Delay, O represents normal delay, 1 represents low delay). T bit
represents throughput (Throughput, O represents normal throughput, 1 represents high
throughput). R bit represents reliability (Reliability, O represents normal reliability, 1 represents
high reliability). Bits 6 and 7 in the ToS field are reserved.



RFC1349 redefines the ToS field in IP packets and adds the C bit to indicate the Monetary Cost.
Later, the IETF DiffServ working group redefined bits 0 to 5 in the ToS field of the IPv4 packet header
as DSCP in RFC2474, and renamed the ToS field to DS (Differentiated Service) bytes. The position
of DSCP in the message is shown in the figure above.

The first 6 bits (bits 0 to 5) of the DS field are used as DSCP (DS Code Point), and the upper 2 bits
(bits 6 and 7) are reserved bits. The lower 3 bits (bits 0 to 2) of the DS field are the Class Selector
Code Point (CSCP). The same CSCP value represents a class of DSCP. The DS node selects the
corresponding PHB (Per-Hop Behavior) according to the DSCP value.

7.1 QOS configuration

7.1.1 Basic configuration

When the network is congested, the problem of multiple messages competing for resources at the
same time must be solved, and queue scheduling is usually used to solve it. Congestion
management generally uses queue scheduling technology to avoid intermittent congestion in the
network. Queue scheduling technologies include: SP (Strict-Priority, strict priority queue), WFQ
(Weighted Fair Queue, weighted fair queue) and WRR (Weighted Round Robin, weighted round
robin), DRR scheduling (DRR (Deficit Round Robin) scheduling It is also an extension of RR).

7.1.1.1 Function configuration
Steps for configuring global and interface scheduling types

1. Click the "QOS> Basic Function> Function Configuration" menu in the navigation tree to enter

the "Function Configuration" interface, as shown in the figure below.

[P e a
i
i

State

.................

Enable

Trust Mode !

Port Setting Table

Remarkin
Entry | Port | Cos | Trust \—&re——Hccp | IP Precedence

1 GE1 1 Enabled Disabled Disabled Disabled
2 GE2 1 Enabled Disabled Disabled Cisablad
3 GE3 0 Enabled Disabled Disabled Disabled

The meaning of the global configuration interface is as follows

Configuration item Description
status Global QOS function switch.
Trust There are 4 trust modes: CoS, DSCP, CoS-DSCP, and IP priority

The meaning of the port configuration interface is as follows



Configuration item Description

CoS Range 0-7

Port trust Port QOS function switch
CoS Mark the CoS field

DScCP Mark the DSCP field

IP priority Mark the IP precedence field

7.1.1.2 Queue scheduling

Click the "QOS> Queue Scheduling" menu in the navigation tree, enter the "Queue Scheduling"

interface, and click "Apply" to complete the configuration, as shown in the figure below.

Queue Scheduling Table

Queue Method
Strict Priority | WRR | Weight | WRR Bandwidth (%)
{1 ®
? @
3 L]
4 @
5 @
g @
? L]
g @
|_ Apply

The meaning of the interface is as follows

Configuration item Description

Strict Priority (SP) Strict priority mode

WRR Weighted polling mode

Weights Percentage of queues occupying WRR bandwidth

7.1.1.3 CoS mapping

1. Click the "QOS> CoS Mapping" menu in the navigation tree, enter the "CoS Mapping" interface,
and click "Apply" to complete the configuration, as shown in the figure below.
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The meaning of the interface is as follows

Configuration item Description

Strict Priority (SP) Strict priority mode

WRR Weighted polling mode

Weights Percentage of queues occupying WRR bandwidth

7.1.1.4 DSCP mapping

1. Click the "QOS> Queue Scheduling" menu in the navigation tree, enter the "Queue Scheduling"
interface, and click "Apply" to complete the configuration, as shown in the figure below.

DSCP to Queue Mapping
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5 e 2 3v| 37 5w 53 v
5 v Z2[AF23] 3 ¥ 33[AF43] 5¥| 54 7w
7 1w 23 ER ] 5v| 55 T
B[CS1]  [2v| 24[CS3] (4v| 40[CS5] v, GG[CST] 2w
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1 2w 27 4v| 43 Gv| 59 v
12[AF12] 2 v| 28[AF32] [4v| 44 IR v
13 2w 29 4v| 45 Bv| &1 ER
14[AF13] 2 v| 30[AF33] [4v| 4B[EF [Bv| 62 av
15 2w 3 4v| 47 Gv| &3 v

Apply |
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Apply |

The meaning of the interface is as follows

Configuration item Description

Strict Priority (SP) Strict priority mode




WRR Weighted polling mode

Weights Percentage of queues occupying WRR bandwidth

7.1.1.5 IP priority mapping

1. Click the "QOS> Queue Scheduling" menu in the navigation tree, enter the "Queue Scheduling"
interface, and click "Apply" to complete the configuration, as shown in the figure below.

IP Precedence to Queue Mapping

IP Precedence | Queue |

1%

B ST N ]

IR IE IR AR AR |

IR

|_ Apply _

Queue to IP Precedence Mapping

Queue | IP Precedence |
D v

00 = DN e G kD
R =ML DR ST PR
EIEIEIEIEIE]

[ Apply

The meaning of the interface is as follows

Configuration item Description

Strict Priority (SP) Strict priority mode

WRR Weighted polling mode

Weights Percentage of queues occupying WRR bandwidth

7.2 LLDP configuration

LLDP (Link Layer Discovery Protocol) is a link layer discovery protocol defined in IEEE 802.1ab. LLDP
is a standard two-layer discovery method. It can organize the management address, device ID,
interface ID and other information of the local device and publish it to its neighbor devices. After
receiving the information, the neighbor device will use the standard The management information
base MIB (Management Information Base) is stored in the form for the network management
system to query and judge the communication status of the link.

LLDP can organize the information of the local equipment and publish it to its own remote
equipment, and the local equipment saves the received remote equipment information in the form
of standard MIB. The working principle is shown in the figure below.



LLDP principle block diagram as below:
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The basic implementation principle of LLDP:

1. The LLDP module uses the LLDP agent to interact with the physical topology MIB, entity MIB,
interface MIB, and other types of MIBs on the device to update its own LLDP local system MIB and
local device-defined LLDP extended MIB.

2. Encapsulate the local device information into an LLDP frame and send it to the remote device
Receive LLDP frames sent by the remote device, update own LLDP remote system MIB, and the
remote device's customized LLDP extended MIB.

3. By sending and receiving LLDP frames through the LLDP agent, the device clearly knows the
information of the remote device, including which interface the remote device is connected to, and
the MAC address of the remote device.

4. The LLDP local system MIB is used to store local device information. Including equipment ID,
interface ID, system name, system description, interface description, network management
address and other information.

5. LLDP remote system MIB is used to store remote device information. Including equipment ID,
interface ID, system name, system description, interface description, network management
address and other information.)

6. LLDP-MED is based on LLDP, and other organizations can extend it through LLDP-MED. The
information found from the network equipment can assist in fault analysis and allow the

management system to accurately understand the network topology

7.2.1 LLDP function configuration

Operating step:
1. Click the "Topology Discovery> LLDP> Function Configuration" menu in the navigation tree to



enter the "Function Configuration" interface, as shown in the figure below:

____________________________

____________________________
————————————————————————————

____________________________
____________________________

____________________________

————————————————————————————

____________________________

________________________________________________________________________________________________________________________

________________________________________________________________________________________________________________________

________________________________________________________________________________________________________________________

The meaning of the interface as follows

Configuration item

Description

status

Turn on or Turn off LLDP protocol

LLDP Message
processing method

When the LLDP protocol is closed, LLDP packet processing methods are
divided into three types: "Filtering" (filtering), "Bridging" (forwarding), and
"Flooding" (flooding)

Sending Default 30 seconds, range: 5-32768 seconds
cycle
Hold Multiplier Transmission cycle product, default 4, range: 2-10, transmission cycle *

transmission cycle product is not greater than 65535

Reinitialization Delay

Default is 2 seconds, range: 1-10 seconds

Transmission delay

Default is 2 seconds, range: 1-8191 seconds

Quick start repeat
count

LLDP-MED port quick start repetition times Default 3, range: 1-10

The Ethernet packet encapsulated with LLDPDU (LLDP Data Unit) is called LLDP packet. TLV is a unit
that composes LLDPDU, and each TLV represents a piece of information.

2.Fill in the corresponding configuration items.

3.Click "Apply" to complete the configuration.

7.2.2 Port Configuration

Operating Step:

1.Click the "Topology Discovery> LLDP> Port Configuration" menu in the navigation tree to enter

the "Port Configuration" interface, as shown in the figure below.




Port Setting Table

| Entry | Port | Mode | Selected TLV
GE1  Nomal 8021 PVID
GE2  Normal 8021 BVID
GE3  Nomal 8021 PVID
GE4  Normal 021 BVID
GE5  Normal 8021 BVID
GE6  Normal 8021 BVID
GE7  Nomal 8021 PVID
GE2  Nomal 021 BVID
GES  MNomal 8021 PVID
10 GE'D Normal 3021 BVID
1 GEN Nomal 802.1BVID
12 GE12 Nomal 3021 BVID
13 GE13 Nomal 3021 PVID
14 GET4 Nomal 3021 BVID
15 GE15 Nomal 3021 BVID
16 GEIE Nomal 3021 BVID
17 GE17 Nomal 3021 PVID
13 GEI8 Nomal 3021 BVID
19 GE18 Nomal 3021 PVID
20 GE20 Nomal 802.1BVID
21 GE21 Nomal 802.1PVID
22 GE22 Nomal  802.1BVID
23 GE23 Nomal  802.1PVID
24 GE24 Nomal  802.1BVID
25 GE25 Nomal 802.1PVID
26 GE26 Nomal 802.1BVID
27 GE27 Nomal 802.1PVID
28 GE28 Nomal  802.1BVID

Interface meaning as follows:

[ R N I N U

Configuration item description

port Support for configuring multiple ports
Transceiver mode Mode of sending and receiving LLDP packets
TLV selected Selected TLV information, VLAN information

LLDP has the following four working modes. Transmit (transmit only): send only LLDP packets,
Receive (receive only): receive only LLDP packets, Normal (transmit): both send and receive LLDP
packets. Disable: Neither send nor receive LLDP packets.

2.Check the corresponding port and click "Modify" to enter the modify port setting page. Click
"Apply" to complete the configuration, as shown in the figure below.



Edit Port Setting

Port| GE1

Transmit

Reteive
® Normal

Disable

Available TLV Selected TLV

Port Description 8021 PVID
Optional TLV : | System Name

System Description

System Capabilities

802.3 MAC-PHY v

Available VLAN Selected VLAN

WLAN 1
802.1 VLAN Name ; |vLAN 2

The meaning of the interface as follows

Configuration item Description

Port Support for configuring multiple ports

Transceiver mode) The mode of sending and receiving LLDP packets, Transmit (transmit only):
send only LLDP packets, Receive (receive only): receive only LLDP packets,
Normal (transceive): both send and receive LLDP packets. Disable: neither
send nor receive LLDP packets

Optional TLV Select TLV information, VLAN information

VLAN name Select VLAN name information

7.2.3 Neighbor information

Click the "Topology Discovery> LLDP> Neighbor Information" menu in the navigation tree to enter
the "LLDP Neighbor" interface, as shown in the figure below.

Neighbor Table
Showing All v  entries Showing 1 to 3 of 3 entries
| Local Port | Chassis ID Subtype Chassis ID Port ID Subtype Port ID System Name Time to Live
GE1 MAC address EO0:D5:5E:69:C2:.C5 MAC address E0:D5:5E:69:C2:CE 3523
GE1 MAC address B4:2E:99:0C.C4.D2 MAC address B4:2E:99:0C:C4:.02 3043
GE1 MAC address 35:D5:4T-AE:D4:61 MAC address 38:D5:47-AE:D4:61 2069
Clear ] [ Reiresh l I Detail

7.3 SNMP configuration

The Simple Network Management Protocol (SNMP) is a standard network management protocol
widely used in TCP/IP networks. SNMP provides a method for managing equipment through a
central computer (network management workstation) running network management software.
The characteristics of SNMP are as follows:

Simple: SNMP uses a polling mechanism to provide the most basic set of functions, suitable for use
in a small, fast, and low-cost environment, and SNMP is carried by UDP packets, so it is supported



by most devices. Powerful: The goal of SNMP is to ensure that management information is
transmitted at any two points, so that administrators can retrieve information, modify and
troubleshoot any node on the network. The SNMP protocol is widely used in three main versions,
namely SNMPv1, SNMPv2c and SNMPv3.

The SNMP system consists of four parts: the network management system NMS (Network
Management System), the agent process, the managed object Management, and the management
information base MIB

NMS manages equipment is as the network management center of the entire network, Each
managed device contains Agent process, MIB and multiple managed objects residing on the device.
The NMS interacts with the Agent running on the managed device, and the Agent completes the
instructions of the NMS by operating the MIB on the device side.

SNMP management model

MNMS

Management
object

Device

NMS

NMS plays the role of administrator in the network. It is a system that uses the SNMP protocol to
manage/monitor network devices and runs on the NMS server. The NMS can send a request to the
Agent on the device to query or modify one or more specific parameter values. The NMS can
receive Trap messages sent by the Agent on the device to learn the current status of the managed
device.)

Agent

Agent is an agent process in the managed device, used to maintain the information data of the
managed device and respond to the request from the NMS, and report the management data to
the NMS that sent the request. After receiving the request information from the NMS, the Agent
completes the corresponding instructions through the MIB table and responds to the NMS with
the operation result. When the device fails or other events, the device will actively send
information to the NMS through the Agent, and report the current state change of the device to
the NMS.

Management object

Management object refers to the managed object. Each device may contain multiple managed



objects, which can be a piece of hardware (such as an interface board) in the device, or a collection
of some hardware, software (such as routing protocols) and its configuration parameters.

MIB

MIB is a database that specifies the variables maintained by the managed device (that is, the
information that can be queried and set by the Agent). MIB defines a series of attributes of the
managed device in the database: the name of the object, the state of the object, the access
authority of the object, and the data type of the object. Through MIB, the following functions can
be completed: Agent can learn the current status information of the device by querying MIB. Agent
can set the status parameters of the device by modifying the MIB.

7.3.1 View configuration

1. Click the "Device Management> SNMP Configuration> View Configuration" menu in the
navigation tree to enter the "View Configuration" interface, as shown in the figure below.

View Table

Showing | All v | entries Showing 1 o 1 of 1 entries

| View | OID Subtree | Type |
all 1 Included

The meaning of the interface as follows:

Description

View name
View OID

View type, "Included" or "Excluded"

2.Click "Add", fill in the corresponding configuration, and click "Apply" to complete the

configuration.
Management ;> SNMP )’ View

Add View

View

OID Subtree

1 @ Included
Excluded

I Apply ][ Close ]

7.3.2 Group Configuration
1.Click the "Device Management> SNMP Configuration> Group Configuration" menu in the
navigation tree to enter the "Group Configuration" interface, as shown in the figure below.



Management )» SNMP ) Group

Group Table
Showing entrigs

Showing 0 to 0 of 0 enfries

0 results

Configure SNMP View to associate a non-default view with a group.

I I

Add Edit Delats

The meaning of the interface as follows

Configuration item Description
Group Group name
Version Version, v1,v2,v3

Security Level

Security Level

View

divided into read view, write view, notification view

2.Click "Add", fill in the
configuration.

corresponding configuration, and click "Apply" to complete the

Add Group

® SNMPv1
O SNMPv2
O SNMPv3

® No Security

View :

7.3.3 Community Configuration

1.Click the "Device Management> SNMP Configuration> Community Configuration" menu in the
navigation tree to enter the "Community Configuration" interface, as shown in the figure below.



Management ;' SNMP ;) Community

Community Table

Showing | Al | entries

Showing 1 to 1 of 1 entries

| Community | Group | View | Access

public all

Read-Only

I

The meaning of the interface as follows

Configuration item Description

Community Community Name

Group Group Name

View View name

Access Permission, "read-only" or "read-write".

2.Click "Add", fill in the
configuration.

Management ;' SNMP )

Add Community

corresponding configuration, and click "Apply" to complete the

Community

Communityi a
:r __________ :r_e: # Basic
¥p Advanced
al v
# Read-Only
Read-Write
-
Apply ][ Close

7.3.4 User Configuration

1.1. Click the "Device Management> SNMP Configuration> User Configuration" menu in the
navigation tree to enter the "User Configuration" interface, as shown in the figure below.

Management > SNMP )’ User

User Table

Showing | All v |entries

Showing 0 to 0 of O entries

| ‘ User | Group ‘ Security Level

Method | Privacy Method

0 results found

[ ada ) Edt ][ Deete |

NMP Group to associate an SNMPv3 group with an S

The meaning of the interface as follows

Configuration Item

Description

User

Username




Group Group name
Security Level Security Level
Authentication Authentication Mode
Privacy Method Encryption Mode

2.Click "Add", fill in the corresponding configuration, and click "Apply" to complete the
configuration.

Add User
R H
: User ; |admin
: Group |
i : ® Mo Security
: Security Level : Authentication

Authentication and Privacy

_______________________

_______________________

_______________________

Password | |

7.3.5 Engine ID Configuration.

1.Click the "Device Management> SNMP Configuration> Engine ID Configuration" menu in the
navigation tree to enter the "Engine ID Configuration" interface, as shown in the figure below.

Management ;) SNMP )’ Engine ID

[ User Definad

Engine ID :
i EDDDGEEEMQOercUDDUOD (10 - 64 Hexadecimal Characters)
Apply

Remote Engine ID Table
Showing entries Shawing O ta 0 of 0 entries

l 0 results found

[ Add [ Edt [ Delete |

3. Check "User Automatic Definition", fill in the corresponding ID value, and click "Apply" to
complete the configuration.



7.3.6 Trap Configuration

1.Click the "Device Management> SNMP Configuration> Trap Configuration" menu in the

navigation tree to enter the "Trap Configuration" interface, as shown in the figure below.

Management ;> SNMP )’ Trap Event

Enable
Enable
Enable

Enable

The meaning of the interface as follows

Configuration Item Description

Authen Failure Authentication Error
Link Up/Down Port Link Up/Down event
Cold start Cold start

Warm start Hot Start

2.Click "Apply" to complete the configuration.

7.3.7 Notification Configuration.

1.Click the "Device Management> SNMP Configuration> Notification Configuration" menu in the
navigation tree to enter the "Notification Configuration" interface, as shown in the figure below.
Management ;) SNMP )’ Notification

Notification Table

Showing | All v | entries Showing 0 to 0 of 0 entries

‘ Server Address Server Port Timeout Retry Version Type C ity / User Security Level
0 results found.

SNMP Community
SNMP User

[ A |[ Eat ][ Deete |

The meaning of the interface as follows

Configuration Item Description

Address type Address type, "host name", "IPv4" or "IPv6"

Server address Server address information

Version SNMP version, vl v2 v3

Type Notification type, "Trap" or "Inform"

Community/User Community or username

Security Level Security Level

Server port number Port number range 1-65535, default 162

Timeout Server timeout time, range 1-300 seconds, default 15 seconds.
Retry Retry interval, range 1-255 seconds, default 3 seconds.

2.Click "Add", fill in the corresponding configuration, and click "Apply" to complete the



configuration.

Management ) SNMP ;' Notification

Add Notification

...........................

{ ® Hostname
Address Type | IPv4
i IPvE

szzzzzsszssszszzzzoszood

Server Address : Empty value is invalid. ]

@ SNMPv1
Version : SNMPv2
! O SNMPva

szzzzzssszszzzszsszsaaasd

Typeé ® Trap

Community J'Useri public

________________________

| @® No Security
Security Level |

________________________

! [ Use Default
Server Port
Apply H Close ]
7.4 RMON Configuration

RMON (Remote Monitoring) is a MIB (Management Information Base) defined by IETF (Internet
Engineering Task Force) and is an important enhancement to the MIB Il standard. RMON is mainly
used to monitor data traffic in a network segment or even the entire network, and is currently one
of the widely used network management standards. RMON includes two parts: NMS (Network
Management Station) and Agent running on each network device. RMON Agent runs on a network
monitor or network probe, and tracks and counts various traffic information on the network
segment connected to its port (such as the total number of packets on a network segment within
a certain period of time, or the number of packets sent to a host). The total number of correct
messages, etc.). The implementation of RMON is completely based on the SNMP architecture,
which is compatible with the existing SNMP framework. RMON enables SNMP to monitor remote
network devices more effectively and proactively, and provides an efficient means for monitoring
the operation of subnets. RMON can reduce the communication traffic between the NMS and the
agent (SNMP Agent), so that it can manage large-scale interconnected networks simply and
effectively. RMON allows multiple monitors. It can collect data in two ways: Use a dedicated RMON
probe to collect data, and NMS directly obtains management information from the RMON probe
and controls network resources. In this way, all the information of RMON MIB can be obtained;
RMON Agent can be directly implanted into network devices (routers, switches, HUBs, etc.) to
make them become network facilities with RMON probe function. RMON NMS uses SNMP basic
commands to exchange data information with SNMP Agent and collect network management
information. However, this method is limited by device resources and generally cannot obtain all



data of RMON MIB. Most of them only collect information of four groups, which are alarm group,
event group, history group and statistics group. The area series Ethernet switches implement
RMON in the second method. RMON Agent is directly implanted in the Ethernet switch to become
a network facility with RMON probe function. By running the SNMP Agent supporting RMON on
the Ethernet switch, the network management station can obtain the overall traffic, error statistics,
performance statistics and other information on the network segment connected to the Ethernet
switch port to realize network management.

7.4.1 Port statistics

The statistical group information reflects the statistical value of each monitoring interface on the
switch. The statistics group counts the cumulative information since the time the statistics group
was created. The statistical information includes the number of network conflicts, the number of
CRC check error packets, the number of too small (or oversized) data packets, the number of
broadcast and multicast packets, the number of bytes received, and the number of packets
received. Using the RMON statistical management function, you can monitor the port usage and
count errors that occur in the port usage.

Operating Step

1.Click the "Device Management> RMON Configuration> Message Statistics" menu in the
navigation tree to enter the "Message Statistics" interface, which mainly displays the statistics of
packets related to each port, as shown in the figure below.

Management ;> RMON ). Statistics

Statistics Table

Refresh Rate |0 v | sec

Frames of Frames of Frames of
64 Bytes | 65to 127 Bytes | 128 to 255 Byt
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GE1 42503083 0 409315 250052 133985
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Entry Fragments | Jabbers | Collisions

Packets

GE9
10 GE10
11 GEN
12 GE12
13 GE13
14 GE14
15 GE15
16 GE16
17 GE17
13 GE18
19 GE19
20 GE20
21 GE21
22 GE22
23 GE23
24 GEM
25 GE25
26 GE26
271 GE2Z7
22 GE2B

1]
a
1]
a
1]
a
1]
a
1]
o
1]
]
1]
]
1]
]
1]
o
1]
o
0
0
(1]
a
(1]
a
(1]
a
29 LAGT a

00D 000000 OO0O0D0 00O 00000000000
O 0o o000 o0O0D 00D S 00S 000 S oS0 oooo
= R o - - R R R R R T R R R R R
= R o - - R R R R R T R R R R R
00D 000000 OO0O0D0 00O 00000000000
= o R - - T T T R e e - - - ]
O 0o o o000 oOo0OO0 o000 So0o0S 000 S o000 oo0ooo
=R R R - R R R R G R G R
00D 000000 O0O0O0O00D0S 000000000000
0O 0o o000 O0O00 00D S o0o0S 000 S o000 ooooo
S0 o o0 oOO0OO 00D o000 ES 0000000 ooOoooOo0
= R o - - R R R R R T R R R R R

CFrawm: &
2.You can select the port, click "Clear", "Refresh" to complete the clearing and refreshing of the

corresponding port statistics, and click "View" to enter the port view. As shown below.



Management ;> RMON )’ Statistics

View Port Statistics

3.You can choose to specify the refresh frequency to automatically refresh the statistics.

7.4.2 Historical configuration

After the RMON history group is configured, the Ethernet switch will periodically collect network
statistics. In order to facilitate processing, these statistics are temporarily stored to provide
statistics on network segment traffic, error packets, broadcast packets, bandwidth utilization, etc.
historical data. Using the historical data management function, you can set the device. The tasks
to be set include: collecting historical data, collecting and saving the data of the designated port
regularly.

Operating Steps

1.Click the "Device Management> RMON Configuration> History Configuration" menu in the
navigation tree to enter the "historical configuration" interface, as shown in the figure below

Management ;> RMON ) History

History Table

Showing | All v |entries Showing 0 to 0 of D entries.

Sample

Entry | Port | Interval = Owner =
Current
0 results found
SNMP service
add [ Eat | Delete ][ view




The meaning of the interface as follows

Configuration Item Description

Entry Event group number

Port Need statistics port

Interval The sampling interval is between 1-3600, unit: second The default
is 1800 seconds

Owner owner

Maximum The maximum number of samples is between 0-50, the default is 50

Current Current sample number

Click "Add" to enter the history group configuration page and fill in the corresponding configuration
items.

Management ;> RMON ). Histery

Add History

---------------------

brzzzzzzzzszzzzzzzzzd

_____________________
---------------------

_____________________

---------------------

_____________________
---------------------

_____________________

Close l

3.Click "Apply" to complete the configuration, as shown in the figure below.

Management ;> RMON )’ History

History Table

Showing | All v |entries Showing 1 to 1 of 1 entries

Sample
Entry | Port | Interval | Owner =
Maximum | Current
1 GE1 1800 50 50

Add ][ Edi || Deete |[ View

7.4.3 Event configuration

The event group is used to define the event number and the processing method of the event. The
events defined by the event group are mainly used in the alarm group configuration items and the
events generated by the alarm trigger in the extended alarm group configuration items. There are
several ways to process events: record the event in the log table; send a Trap message to the
network management station; record the event in the log table and send a Trap message to the
network management station; do nothing.
Operating Step

1.Click the "Device Management> RMON Configuration> Event Configuration" menu in the



navigation tree to enter the "Event Configuration" interface, as shown in the figure below.

Management ) RMON )’ Event

Event Table

Showing All v |entries Showing 1 fo 1 of 1 entries

| Entry | community Description Notification | Time | Owner |

1 Default Description  None

[ Add J [ Edit | [ Delete ][ View |

The meaning of the interface as follows

Configuration Item Description

Entry Event group number
Community Community name
Description Description
Notification Notice

Timer Time

Owner Owner

Click "Add" to enter the event group configuration page and fill in the corresponding configuration

items
Add Event
""""""" Entry | 1

1 ® MNone

Notification - 2L i
: Trap
: Event Log and Trap

Community | [efault Communit

Default Description

3.Click "Add" to complete the configuration, as shown in the figure below.



Event Table

Ex= Al v | £8

| Entry | Community

Description Notification | Time | Owner |

1 Default Community  Default Description  Event Log and Trap

SNMF semvice

o || emm |

| me || view

7.4.4 Alarm configuration.

RMON alarm management can monitor specified alarm variables (such as port statistics). When

the value of the monitored data crosses the defined threshold in the corresponding direction, an

alarm event will be generated, and then the corresponding processing method will be performed

according to the event definition. deal with. The definition of the event is implemented in the event

group. After the user defines the alarm entry, the system processes the alarm entry as follows: The

defined alarm variable alarm

-variable is sampled at the defined time interval sampling-time; the

sampled value is compared with the set threshold, once it exceeds The threshold value triggers the

corresponding event.

Click the "Device Management> RMON Configuration> Alarm Configuration" menu in the

navigation tree to enter the "Alarm Configuration" interface, as shown in the figure below.

Management ;> RMON ) Alarm

Alarm Table

Showing | All ¥ | entries

Showing 0 fo 0 of O entries

L PP P . —
0 resus founc.
[ ped [ Eat [ peme |
The meaning of the interface as follows
Configuration Item Description
Entry Alarm Group Number
Port Enter the required statistics port
Counter Alarm Sampling Parameters
Interval The sampling interval is between 1-2147483647, unit: second, default 100
seconds

Sampling Sampling type Absolute and delete
Owner Owner
Threshold (Rising) The rising edge threshold is between 0-2147483647
Event(Rising) Event group index, when an alarm is triggered, the corresponding event of




the event group will be activated

Threshold (Falling)

The falling edge threshold is between 0-21474836475

Event(Falling)

Event group index, when an alarm is triggered, the corresponding event of

the event group will be activated

2. Click "Add" to enter
configuration items.

the alarm group configuration page and fill in the corresponding

Management ;> RMON )’ Alarm

Add Alarm

v

GE1

20

Counteri Drop Events r
Samplin i (W Absolute
; PING: ) Deita
100
#» Rising
Falling

Rising and Falling

1 - Default Description ¥

3.Click "Apply" to complete the configuration, as shown in the figure below.

Alarm Table

B Al v | EH

Showing 1 to 1 of 1 entries

Entry | 800 Counter 3 i — o Rising Falling
b amplint nterval | Owner | Trigger
Name Value meing aa Threshold Event Threshold Event
1 GE1 DropEvents 0  Absolute 100 Rising 100 Default Description 20 Deifault Description
SNMP service
[ @m || = ][ ®e

7.5 DNS Set Up

DNS is the abbreviation of Domain Name System (DomainName System), which is used to name

computers and network s

ervices organized into a domain hierarchy. A domain name is composed

of a series of words or abbreviations separated by dots. Each domain name corresponds to a

unique IP address. There is a one-to-one correspondence between domain names and IP addresses

on the Internet. DNS is the server for domain name resolution. DNS naming is used in TCP/IP




networks such as the Internet to find computers and services through user-friendly names. DNS is
a core service of the Internet. It serves as a distributed database that can map domain names and

IP addresses to each other.

Operating Step:
1.Click the "Network Configuration> DNS Settings" menu in the navigation tree to enter the "DNS

Settings" interface, as shown in the figure below.

Network ;» DNS

DNS Configuration

DNS Staws | | D20®

® Enable

{1 fo 255 aiphanumeric characters)

Apply

DNS Server Configuration

| Preference | DNs server |

0 results found

The meaning of the interface is as follows

Configuration item Description
DNS Status DNS switch
DNS default name Enter DNS default name

2. Click "Add" to set DNS server.

Network ;) DNS

Add DNS Server

3. Click "Settings" to complete the configuration, as shown in the figure below.

DNS Server Configuration

| Preference | DNS Server |
1 114.114.114.114

[ Aid ][ Deee |

7.6 System time.

The system time function is mainly used to configure the device system time, select the system

time source, and configure the summer time.

Operating Step
1.Click the "Network Configuration> System Time" menu in the navigation tree to enter the



"System Time" interface, as shown in the figure below.

Network )’ System Time

SNTF

Time Zone | | UTC +2:00

From Computer
* Manual Time

L

# MNone
Recurring

UsA
European

From: Day
To: Day

From:

To:

MNon-recurring

Week Ivianth Time

Week anth Time

2020-01-01 14:31:45 UTC=2

The meaning of the interface as follows

Configuration Item

Description

Time source Used to select the time source, can be configured by SNTP protocol, PC
or manually

Time zone Set time zone

Address type Host name or IPv4 address (set when the time source is SNTP)

Server address

Server Address (set when the time source is SNTP)

Server port number

Server port number (set when the time source is SNTP)

Data

Date information, year-month-day (time source is manually set)

Time

Time information, hour-minute-second (time source is manually set)

Type

Daylight saving time types are divided into None, cyclical, non-cyclical,
United States, Europe

Compensation time

Summer time compensation time

Cycle

Daylight Saving Time Cycle Mode Setting

Acyclic

Daylight Saving Time Acyclic Mode Setting




8.System Maintenance

8.1.1 Configuration Management

Click the "Device Management> Configuration Management> Upgrade/Backup" menu in the
navigation tree to enter the "Upgrade/Backup" interface, as shown in the figure below.

Management ) Configuration )» Upgrade

Action | ® Upgrade
! Backup
Method | @ HTTP

! (@ Running Configuration
Startup Configuration
Configuration : Backup Configuration

Filename | | iEiZwrie | SaREmit

_______________________

a. To upgrade the configuration file operation steps, check "Upgrade" for the action, select the
upgrade method "TFTP" or "HTTP", select the configuration file that needs to be upgraded (the
corresponding server is required for the TFTP mode), and select the corresponding configuration

file. Click "Apply" as shown below.

Management ) Configuration )» Upgrade

| ® Upgrade
i Backup

Lrzzzzzzzzsszszzszzz==d

| O TETP
| ® HTTP

! (@ Running Configuration
Startup Configuration
Configuration : Backup Configuration

Filename | | s | msmEEaws

_______________________

b.Operation steps for backing up the configuration file, check "Backup" for the action, select the
download mode "TFTP" or "HTTP", and select the configuration file or log to be downloaded (the

TFTP mode needs to fill in the corresponding server). Click "Apply" as shown below.



Management ) Configuration )» Upgrade

| ® Upgrade
i Backup

Lrzzzzzzzzsszszzszzz==d

| O TETP
| ® HTTP

! (® Running Configuration
Startup Configuration
Configuration : Backup Configuration

Filename | | s | msEEaws

_______________________

8.1.2 Save Configuration

Operation Method
1.Click the "Device Management> Configuration Management> Save Configuration" menu in the
navigation tree, enter the "Save Configuration" interface, select the source file and target file to be

saved, click "Apply" to finish saving, and click "Restore Factory Settings" ", the configuration can be

restored to factory settings, as shown in the figure below

Management )’ Configuration /; Save Configuration

| (@ Running Configuration
Source File ; Startup Configuration
Backup Configuration

Locsssssszszszssssszssszz=d

= Startup Configuration

DRI TR E Backup Configuration

-& Note:

1.Click "Restore Factory Settings", you need to click "Restart Device" again, the device will return
to factory settings.

2."Running configuration" can be saved as "Startup configuration" or "Backup configuration",
"Backup configuration" can be saved as "Startup configuration" or "Running configuration",
"Startup configuration" can be saved as "Backup configuration" or "Running configuration" .

2. Click "Save" in the upper right corner of the page, and follow the prompts to save the running
configuration as the startup configuration, as shown in the figure below.



Save | Logout | Reboot | AN | Debug

Save running configuration to startup configuration. Do you want to
continue?

8.2 Restart the device

Click "Restart" in the upper right corner of the page and follow the prompts to restart the device,
as shown in the figure below

Save | Logout | Reboot | AN | Debug

Reboot the system and unsaved changes in the configuration will be lost.
Do you want to continue?

Cancel

8.3 Firmware management

Operating Step:

1.Click the "Device Management> Firmware Management> Upgrade/Backup" menu in the
navigation tree to enter the "Upgrade/Backup" Interface,

Action check "Upgrade", select download method "TFTP" or "HTTP", and select the system file
(xx.bix) to be upgraded. Click "Apply" as shown below.

Management J) Firmware ); Upgrade

Action | ® Upgrade

o TFTP
@® HTTP

Filename | | @Ewe | mEEFne

Apely

Method




9.POE Management Settings

9.1.1 POE Port Configuration

Click the "POE Settings> POE Port Configuration menu in the navigation tree, and enter the "POE
Port Configuration" interface, as shown in the figure below.

POE Setting )’ POE Port Setting

System info

System Power(mW) | 0

System Temperature(C) | 52

None

Refresh Rate ® ins::z

30sec

Port Setting Table
| Entry | port | PortEnable | Status | Type | Level | Actual Ci

1 GE1 Enabled Ooff  AF(U) ] NiA NIA NIA
2 GE2 Enabled of  AF) 0 NiA NIA MIA
3 GE3  Enabled Off  AF(U) ] NiA NIA NIA
4 GE4  Enabled of  AFU) 0 NiA NIA NIA
5 GE5  Enabled Of  AF(U) 0 NiA NIA NIA
6 GE6  Enabled O AF(U) 0 NiA NIA NIA
7 GET  Enabled Of  AF(U) 0 NiA NIA MNIA
2 GE3  Enabled o AFU) 0 NiA NIA NIA
9 GE9  Enabled Of  AF(U) 0 NiA NIA MNIA
10 GE10  Enabled Off  AF(U) ] NiA NIA NIA
11 GE11  Enabled of  AF) 0 NiA NIA MIA
12 GE12  Enabled Off  AFU) o NiA NIA NIA
13 GE13  Enabled of  AF(U) 0 NiA NIA MIA
14 GE14  Enabled Off  AF(U) ] NiA NIA NIA
15 GE15  Enabled of  AF(U) 0 NiA NIA NIA
16 GE16  Enabled of  AF(U) 0 NiA NIA NIA
17 GE17  Enabled Off  AF(U) 0 NiA NIA NIA
12 GE1E  Enabled of  AF(U) 0 NiA NIA MiA
19 GE19  Enabled Ooff  AFU) 0 NiA NIA NIA
20 GE20  Enabled of  AF(U) 0 NiA NIA MiA
21 GE21  Enabled Oof  AF(U) 0 NiA NIA NIA

Operating Step
1. Select the corresponding port "V", click "Modify" to enter a port setting page, and choose
whether to enable the POE intelligent management of a port.

POE Setting /' POE Port Setting

Edit Port Setting

| Port| GET
: ortEnable | Enable

[ Apply H Close ]

2.Click "Open"-"Apply" to complete the configuration, as shown in the figure below

POE Setting /' POE Port Setting

Edit Port Setting

ortEnable | Enable

Apply l [ Close




-& Note:

1.The system time must be consistent with the local PC time to ensure time uniformity.
2.Port management status, default is non-management status

9.1.2 POE Timing Setting
Click the "POE Settings> POE Timing Settings" menu in the navigation tree to enter the "POE Timing
Settings" interface, as shown in the figure below.

POE Setting )/ POE Port Timer Setting

Q
0 ot o o o 3 0 o ® 0 0 0 12 () 1 1 1 17 1 1 n | n | =2 »
Wed It td v v v v v v v el v v v e td v v v v 2 v v v d
Operating step

1. Select the corresponding port such as: "GE2", select the time to turn on the POE power supply:
(Monday to Sunday), time period: 00:00am-23:00pm, as shown in the figure below.

POE Setting ) POE Port Timer Setting

Port [GET v

w [ o [ @ [ o | % | % [ % [ o [ w [ e | w© | uw | 2 [ 5 [ u | 5 | ® | w | 6 | w | & [ x| z |5

Mon
Tue
Wed
Thu
Fri
sat

SASEEEE
CECRCHCRCHCR
NS E
CRCRCHCNCRCR
NEEEEE®
CHCRCHCECRCRG
CRCRCHCRCRCRS
CHCRCHCRCHORG
CHCNCHCRCHORG
NEEEEEE
NSNS E
CRCRCHCHCRCR
CHCNCHCRCHORG
CHCRCHCRCECR
NNEEEEE
CRCRCHCHCICR
NEEEEE®
CHCRCHCNCHCORS
CHCRCHCRCHORG
CHCNCHCRCHCR
CRCRCHCNCRCR
CHCRCHNCNCRCRS
CHCRCHCRCHORG
NN EEEE

sun

Apply

Note: The above setting means that the GE2 port provides power and output 24 hours full day from
Monday to Friday, and it does not supply power 24 hours full day from Saturday to Sunday.

2.Click "Apply" to complete the configuration.
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